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* Risky patterns in laC embedded scripts introduce o SecureCode checks risky scripts in Ansible | 8 1p:sc2154 QO Type: Warning Ry Impact: security A Severity: High
iliti D Description: unassigned ansible_node is vulnerable to injection attacks.
bUgS and eXpOSG. vulnerabilities. pIaYbOOkS. . . ) @ Detailed description: file:///localpath/SecureCode/rules/SC2154.md
* Amazon S3 service outage: A removal cmd caused « Integrate with IBM CI/CD pipeline. https://remotepath/SecureCode/rules/SC2154.md
_ . . . . 11 . . T Location: roles/backup_missed_unix/tasks/main.yml:24
5 ho.ur service disruption with $150 ml”lOI’? loss. o Test 45 IBM Services community repos. <> Original: @D tsm_command }} "select count(*) from sessions where
 laC linters cannot check l1aC embedded scripts. C = client={{ ansible_node }}"
. . . Githu <D Composed:- dsmadmc -se=S{tsm_servername} -
* Generic scrlpt-analyzers lntroduce FPs and FNs. Infrastructure E,‘ @ f Travis web l‘ @ id=S{param_tsmuser} -pass=S{param_tsmpass} -tabdelimited -dataonly=yes -
[ code repo ] s ( noconfirm "select count(*) from sessions where client_name=${ansible_node}”
[ travis.vrml ] % 0 Travis Explanation: Unassigned ansible_node variable allows a user to pass any value
. . . ravisy D gatekeeper from a cmd line; ansible_node is used in a SQL command, which is vulnerable to
« Bridge the gap between generic script-analyzers Msg queue . SQL injection attacks.
and business consequence to deliver an accurate —
. VM SecureCode ravis Mai "
checking framework. S | pkgs H User Experience
« Generate r|Sky code knOWIGdge'base with Severlty I@ o Throughput Improvement: LOCs reviewed per
. . . ,
levels and business impact categories. TW - ]J person per day
. . ravis ravis
« Implement a real-world solution, i.e., SecureCode, build e « 5x vs manual, 2-5x vs ShellCheck, 2-3x vs
on the proposed framework. PSScriptAnalyzer
. Efficiency Gain: the number of issues to be
Code analysis framework Detection Accuracy identified
Composed « g
Input: Structured ) Script scr|pt S & Statistics « 5xvs manual, 2-3x vs ShellCheck, 2-3x vs
'”fraSt:;‘Ct”re Representation J detection and « SecureCode detects PSScriptAnalyzer
code Tree generation composition .
D, Open 3535 issues from the
severity, Issue 1D, source 45 repos with 1492 Impact Medium
Impact, composed Script 0 . N ok
description Impact line#t analyzers automation files. o.n-rl-s‘
Output: . . categorization o 116 issues are FPS Ava||ab|||ty
Issues details Line mapping and severity ' Performance
L assignment o Stats of 3419 true Security
bugs are shown in the Reliability
right table.
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