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Abstract: The introduction of renewal hash chain overcame resource-constrained defect in traditional hash chains, but 

the existing renewable schemes had still held unsatisfactory performance especially on security and complexity. The defi-

nitions of repetition, division and division-tree was proposed, and then a novel self-renewable hash chain construction 

scheme was put forward based on division and (t, n)-Mignotte's threshold Chinese remainder theorem secret sharing 

scheme. From three aspects of key space, twice authentication and provable security, it theoretically proves that the pro-

posed hash scheme could ensure the novel seed value regenerated safely and resisting the middle-man attack effectively. 

Simulation experiments demonstrate that the novel scheme obtains equal or more satisfactory performances on the costs 

of communication, computation and storage than typical schemes. 
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� q �������� 
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PE���ÃÙ®¯��Ú%Ùriþ�ö÷ÚH 2N
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H+ã

	Eïä³ð������	%Iå��	���

�Ç ��þl��Ç þ�H 2 N�	Ùf> t

N%#3�ã�	�
�Õ_Iå�� PU þÙ�
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� 1 (32, q)��� q ����	
�� 

q Test 1 Test 2 Test 3 Test 4 Test 5 Test 6 Test 7 Test 8 Test 9 Test 10 
101

Avg 10 1q j iji
p p

= =
= ×

∑

 

10 0.001 3 0.001 3 0.001 4 0.001 2 0.001 2 0.001 2 0.001 6 0.001 6 0.001 3 0.001 3 0.001 3 

11 0.017 6  0.016 8 0.015 9 0.014 2 0.013 3 0.013 5 0.013 7 0.015 3 0.015 3 0.015 5 0.015 1 

12 0.078 1 0.080 6 0.081 5 0.082 1 0.080 7 0.079 3 0.078 4 0.078 5 0.079 3 0.078 3 0.079 7 

13 0.222 7 0.225 1 0.225 9 0.227 6 0.228 9 0.230 2 0.229 6 0.228 5 0.225 5 0.223 1 0.226 7 

14 0.348 0 0.344 8 0.346 6 0.344 5 0.343 8 0.341 8 0.343 5 0.344 0 0.346 4 0.350 6 0.345 4 

15 0.258 0 0.256 5 0.255 6 0.259 7 0.261 0 0.261 3 0.259 8 0.256 1 0.256 2 0.256 2 0.258 0 

16 0.074 3 0.074 9 0.073 1 0.070 7 0.071 1 0.072 7 0.073 4 0.076 0 0.076 0 0.075 0 0.073 7 



� 4 � ������	(t, n)
��������������� �77� 

� 2 �� RHC 	 key space � SRHC-TD 	 key space �� 
�

��

�RHC�

��

�ERHC�

��

�SUHC�

��

�SRHC �� salt �	 key space ���KSu, SRHC-TD � salt �	 key space ���KSa�
��

� 

q key space �� 

KSu10 553 333 286 463 413 155 119 380 296 207 872 000 

10 
KSa10 

79 138 102 863 361 537 004 679 285 453 617 238 668 120 868 942 959 692 426 007 139 

840 000 

143 020 679 939 872 390 

880 211 676 554 285 

KSu11 5 187 080 514 550 099 279 678 121 388 076 646 400 

11 
KSa11 

18 994 523 661 677 418 591 170 431 781 409 944 281 563 099 229 921 542 416 319 529 

347 072 000 

3 661 891 040 325 389 282 

674 949 544 144 523 

KSu12 26 806 046 942 907 604 997 886 958 590 845 952 000 

12 
KSa12 

2 030 363 751 194 957 174 069 912 361 433 154 199 951 665 857 317 337 853 414 530 889 

487 360 000 

75 742 751 459 000 734 383 

329 857 043 540 793 

KSu13 76 637 826 616 149 945 551 514 260 280 729 600 000 

13 
KSa13 

101 476 959 095 066 836 883 574 848 357 011 830 828 587 992 686 398 439 770 172 405 

579 571 200 000 

1 324 110 606 676 344 898 

872 293 485 267 251 454 

KSu14 117 608 245 430 622 401 776 527 064 367 308 800 000 

14 
KSa14 

2 383 268 950 675 269 627 341 439 620 767 777 205 252 014 589 252 078 877 364 719 119 

523 225 600 000 

20 264 471 610 378 457 664 

64 760 637 922 372 791 

KSu15 88 465 874 655 133 624 601 621 999 967 436 800 000 

15 
KSa15 

24 703 273 978 688 019 410 535 964 115 469 307 361 564 474 752 449 796 080 640 681 

676 767 395 840 000 

279 240 713 721 406 725 

647 529 271 034 190 240 

345 

KSu16 24 991 467 359 322 430 689 958 992 833 556 480 000 

16 
KSa16 

88 602 019 911 310 565 452 710 747 271 750 192 445 143 064 404 384 392 174 672 129 

629 351 424 000 000 

3 545 290 824 160 424 396 

558 195 520 471 044 725 

362 

( )
Avg

16

Avg10 q qq

KSu

p KSu
=

=

⋅
∑

 84 877 236 261 416 553 573 765 570 028 577 116 785 

( )
Avg

16

Avg10 q qq

KSa

p KSa
=

=

⋅
∑

 
13 749 761 583 066 344 526 126 464 575 649 604 504 003 162 279 445 035 355 884 359 

119 207 993 553 972 

161 995 868 252 801 528 

012 638 215 965 348 282 

400 
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