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Abstract

Broadcast of information in Wireless Sensor Networks (WSN) is an important operation, for
example, for code updates, queries and membership information M. Broadcast authentication in
WSN is a fundamental security primitive. Although symmetric key based TESLA has been
proposed, it suffers from the weakness of low scalability which is resulted from hash chain’s
finite length, authentication in plaintext and base station’s finite communication radius.

This paper presents a scalable broadcast authentication scheme named DH-TESLA which
is the extension and improvement of pTESLA [l and multilevel pTESLA Bl It mainly has
following three parts:

1) It has proposed the (t, n)-threshold and division tree based self-re-initializable Hash chain
scheme (SRHC-TD scheme), which can maintain the infinite lifecycle of Hash chains, low
overheads, strong tolerance of message loss or fault, and the ability resist chosen plaintext attack.

2) It has put forward the d-left counting Bloom filter based authentication scheme (AdICBF
scheme), which can make sure the security authentication with memory efficiency, scale
expansion and query convenience.

3) It has present the parent-tree based clustering routing algorithm (PTCR algorithm), which
can expand the scalability of sensor networks, and make DH-TESLA be suitable to large scale
sensor networks with high density of sensors.

It also presents the experimental results obtained through simulations, which have
demonstrated the advantages of the proposed protocol.

In the process of running DH-JTESLA in WSN, the network always needs to execute the
proactive defense. Thus, in the latter half of this paper, we also study the intrusion detection in
WSNSs.

Intrusion detection is a significant application in sensor networks. Considerable literatures
indicate that adopting the coverage methods, especially the barrier coverage method can increase
the efficiency of detecting intruders. Because of the attributes of the proposed PTCR, (i.e. the
rotation of cluster heads and the participations of new nodes, and the uneven distribution of nodes
after running several rounds, especially 800 rounds), the number and density of nodes in the same
local region is changing all the time. This enlightens us to consider the nodes as the mobiles ones

and the stationary WSNs as periodly Mobile ones.



It is believed that using mobile sensors can enhance coverage and avoid coverage hole in
stationary Wireless Sensor Networks (WSNs). However, the moving trajectories of sensors and
intruders have not been investigated properly. Besides, the impacts between mobile sensors and
the impacts between a sensor and an intruder have not been discussed thoroughly. In order to
address these problems, we first discuss the virtual potential field between sensors and intruders.
Using motion similarity, we then formulate the sensor mobility by elastic collision model, and the
intruder mobility by point charge model. Afterwards, we obtain the relationship between barrier
coverage performance and sensor and intruder mobility. Finally, we show that the coverage
performance of Mobile Sensor Networks (MSNSs) in virtual potential field can be improved

compared to those in stationary WSNs and in general MSNs.

Key words: WSNs; UTESLA; Self-Re-Initializable Hash Chain; d-left Counting Bloom Filter, (t,

n)-Threshold, Clustering Routing Algorithm; Intrusion Detection; Barrier Coverage
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74, Zhang H. 3.3 SUHC #E4T 1 0k, 42 H 1 BA8 3 537 Hash %% (Self-Renewal Hash Chain,
SRHC) Mi#i& 7 8. Wy Z i FEX AL TR EIE R EAE: SUHC ik £ 3 2
B(SR)=a/[ JAMFIIBEHIE SR, , FFHXF SR i Hash i1 HAFH| PR, Z 5% PR AU#ME: 1 SRHC

UL B(h (S)|R) = o [i| & HHIBENLEL R, JFELHEEXS R EATHRME. HJE, SUCH F1 SRCH
A7 DUR BOBR KB (B A0 1 it A7, MRS B —ANBENLEL, X (E A A A A R X K
CHERD) AMNBENLE 2 AT . AR, P TT SN RT3 G b 22 SR P A7 (10 B WL SCHR w06 20 5 Bt i, X
FEA e e B B AR BE DB B, ARBIBR T Hash i A 1 268 M IR A

2009 4, ££ SUHC ) 24l F, Zhang M. Q.58 Nt T #r) H 5% Hash 5 (New Self-Updating Hash
Chain, NSUHC) A3t 75 &6, 2010 4F, 7 NSUHC 3Lt |, Zhang W.ARH 742 7 3T 2004
(Erasure Coding) fH 5 ¥ Hash % (SUHC-EC) HI#i& 7 I, W7 RIFEADAE: AT 2K H=
HEEF T CERSRERE D) AWK RBIngE (k<n) , 15 & W8 %R R TEM 1 4E
T RBngE: HBE, W ERAMRTEE G n MBI —Ak kA, @k R EHERE
TR FAE . PITT ZEMB T — DR T EIRSS 3, RS Euimkeosr A7, @i srE. ¥ gk
BOEEBRAE, ARML % o, 2t BB RN R AR ORI % A8 . MRS B S2B)L T Hash 8
A FFAE IR, (E 2 A Hash S 156 1 2 1 A B2 K, NSUHC A SUHC-EC HIHi& 77 %€ 5 — i) CHC!
(Conventional Hash Chain) F#)ig& 3 5A A AN .

2010 4F, Yang X. V.25 A H T 3L FAF25 5 (Fair Exchange Idea) [ 5381 Hash 4%(SRHC-FEI)
[RRaid 7 2218, 1% 07 RAEBRR K AT Hash SE(E 1 EE, I OTS (One-Time Signature) 25875k % #i i
BEE A —A bit AT I A . TR, SRHC-FEI €8 TIE. OTS &itk, ®HgLE M
AR —SH 6T SRHC #&E . MH, ©EARE T — N2 e R AP, (H2 KK
T, HEHEIIN T RGN ER

SpT L R SRR, AR DL, A& RHC. ERHC, ifj/& SUHC. SRHC. SRHC-FEI, ‘EiTHf
TR BB (A 1R — A bit A7 AU L AR AR 46 B L R — A AT, R B M A e A R AT R
X IR T L PR REATL S 22 4 KA o T HL, 77 58 Hh SR AT 1 AL BB A0 20 e M e SO R TE Al
SHOHRERBEE (. R, eV E R RIS T RGER etE, JEERORHIN T RGN

1 CHC &Lt RHC B H B S . &2 Hash BERIEHI AR, Rt /2& Hash 8514 Fk. FAT0 LT Stk RHC
EVERZ A CHC BE821M i



T IS L R 2 i - A 5 A 22 618 S 5 TR UGUE R A ARSI Y AH OC TAE
J—7J71H, NSUHC, SUHC-EC &4 w5 (A i 4EHOHATIE 2 04 1, o W e 5 1) 22 4 kA B
SEXT XY TS5 1 n ANBEHUE A Ak AME R R AT . FIEE,  HEIX K ANBENUE AR 78 B g 220507 R 1R
WE LB S {H. 5 RHC, ERHC %757 £ ELHL, [E4EH ) T NSUHC A SUHC-EC /b 7 IT4H
RS 3EIN T 4R R AN T e . BB B2, M Hash BE(E M6 # M ERE, RA RHC, ERHC,
SUHC, SRHC A Bt HIESL R F] H/E Hash B HBT I A4 18 77 5

N T AR ) AN, O B E R A 2 e v DS U RE, A SCAE SR DY B AR Y T — s
Hash #EFAE T R— P, n)[TBRAR) 08 1T 4 Hash #EM)i&E 7% (Self-Renewal Hash
Chain based on (t, n) Threshold and Division tree, SRHC-TD) . ‘&4 DH-uTESLA Wil 22 4 3knt, MR
7 RHC, NSUHC “5HM3CH i [ A ok 5

2.1.2 Rt ZEFEH AJICBF

Ak JESE (Bloom Filter, BF) J&— M5 29 7% [ IR BR 4540 . & SCRRIT AL AR AT ALk 0 A%
WIS, BF 424t 7 AR B % A S A R EAT 10 bit GG E, MARRIEEAN TR RS
A 1%H AR, JFH, & 6D 2L TERGH AN (BIES T TR,

PRAER) BF R — MR EdR 454, & A AN E W TR IR BT 5A MR TR DRe,
BF A LMRIFHE JLFARE LEBERES.

2000 4E, Li F.%58 A$2 A AT -5 i A 5 e 231201 (Counting Bloom Filter, CBF) Ul 3 EL4d A\ F0 ]
BRocRITIAE, ©RENS IR Lt A B ZN A BB T A FH LS s i e AR P AR, A LU AR A
MERLyEds (BF), CBF fZLfiifmis 3 £ 4 fF1)4s[H.

BF 1l CBF 7£ L& BRI V2 M S FH T & P AL | e 7 22, 23,26, 271

2007 4F, KuiR. ¥4 BF #1 CBF H T A4 Hash {8, I B A T-5Em 2% B - i S it 7edk
TUGENLHI A it %8 (Bloom filter base Authentication Scheme, BAS) H, BF #¢FH T-4bBEE T4
R A FE ) o T AE VR A UENLH] (Hybrid Authentication Scheme, HAS) H, BF Il 5 Merkle Hash
Tree B, —[FREEAH.

2010 £, Son J.H. % AK BF /59— MAESE, HUMESTCAER 2 iz Bk, R Tk
i Ve 28 A TH B (Bloom filter-based Message Authentication Protocol, BMAP) 1, BF T &4
ZANH BAINIERS (Message Authentication Code, MAC) . ‘& BEMG IR/ SR ~F, HARY @A R 23k
197 — AP RS AT BB P T 2R



B IS EE K 2 il BT 0 AR 22 A 18 S BE T RRVGUEA AN B A R TAE

2012 4F, Ayday E. % A\ BF SRAESGE HIIEIESS B2, 5 RatelessI*AHE &, BF B INEA 5L
FPE TSR DL R B DR D fE

i B EEF S EUE £ S T 484 (Fingerprint) #1528 £ Hi41] (Perfect Hashing)@®! i) #E &,
Bonomi F. 5| A\ 7T d-left 1+t 4 % €28 (d-left Counting Bloom Filter, dICBF) [{##:&127, dICBF 7
PEfRE 5 CBF 2500, HHERTHEM S E R CBF i—¥. Kk, &A1454 dICBF (i AJE BF 8¢
# CBF) 5 ECDSA Ks¥l DH-UTESLA HhillHh B S A IERI DI BE . % DhRE dr % 4 AdICBF
(Authentication Scheme base d-Left Counting Bloom Filter), ‘& 7E W\ IEE & LR ATl 2 18] 7 1 HL A R
IR X T AdICBF F ARSI 7258 TR 4.

2.1.3 At ZEFEH PTCR

LT I E C S, NERH B bR AR AR AT B PRI, SR T I B At I B S DA R
FI R B 250 B f AN, IXFEA R IE K W 2 i) A R b, e RO RE I Tk —, Bl
HLUE IR 1 BIRIR o

2000 4, Heinzelman W.R. $2H T £ # 1 { BEFE 10 34 B 14 ) IR 2 4% (Low-Energy Adaptive
Clustering Hierarchy, LEACH) 8, s B S, E—NEET R mohil, e 7 A R
Sk PR BT A6 % L A S B A X 45 v ) 2 A ) S8 1

2002 4F, Heinzelman W.B. $tli /' LEACH-C Philt®), ‘g4 1 R TR T BE G th 500, A
Vi EE . R N R SRR RS, IAF) 7 RIFRIVERERIL, BFER T RG], BEIK T
AL, I HIgm N RN & .

2004 4, Smaragdakis G. £ N$2EH T 2 5& A4 W £ 52 € i #5 Hr i3 (Stable Election Protocol for
clustered heterogeneous wireless sensor networks, SEP) B0, g7 & — /M ] S A 25 i B, T 1K
ZERRE A Horh, FRoE B (BB RRERE I D 248 R G 8 S BB — AN FE T s ix — B
Iflal. =2, SEP MLLALT LEACH LUK LEACH-C 10, HA EKMIFER (Ao

2006 4F, Li Q. A$EH T aE 2R H L (Distributed Energy-Efficient Clustering algorithm
for heterogeneous wireless sensor networks, DEEC)BY, & & [ A A 45 1) . —ANBi . A =R, 35

REMI PP, f£ DEEC 1, JeilB&EANW mRRER S WA PR HE, ST HE

2 Ratelessl &AMt I0HE R 115 BALEHLH] (Rateless Information Delivery Mechanism)?4%1, 76 #R[23]4, &
i F SR A H5 4 1 T S 1



T % S F A A Bt 58 A 2 6 1 S B T RRAUE A A AR R A AH 5¢ TAE
PRI RO Nk AR . SRS RRE R A5 AU B, B Bim W iR RE & DL SRR e R
WRERGHE N IFH, SIANTEEARRBIESIEIF A S E 2 AR X NER. Fik, £
f &g, AHEG LEACH, LEACH-C, LK SEP, DEEC SEI 7 A f X 45 A5 i J T LA S USCAR T B
AR B EAE R .

[F4F, KimD.S. & 7 LEACH-M #XBa. H— RN (LI585 #23h, LEACH-M
AT ERREAT S 0. 1 H, & r] TR — DB A G B2 s 5r Z 859 (Time Division
Multiple Access schedule, TDMA) ZECH)D, FEAMEERAT SUE TR S — AN e ikt T8 E .

454 LEACH oy iRt SEP i A1 DEEC ¥ RE &AM . DA oAt (1) — L8 5 T =l
2, A AE DH-uTESLA i rh 32 H T 5k T A S W 1) % Hh 52.72: (Parent-Tree based Clustering Routing
Algorithm, PTCR). ‘B & /N Re ik ik, § 8 7R EEEE, I BaBHEK 7 s
HAE . 5T PTCR SLAR BB BIGIE L N TN 4.

2.2 NRAI HIAE R AR

FENARASE I BN TG 2 A% S X v ) B AT 7 1)l 2 T, "3 — TR HE R AR B TR YT R 3 &
gip[33]. B, VAN E NS, MRS BT FUE O0E . B AMRSE: aE Al
MM o . 478 o BEWS DR UEIEIE R I HL i KA 7 XS ARSI & RSO 7). T 78 o B %
B/ MENAR B AN TN B

RTMEE SR TRNEERE . GG, TRl PRag i, B, DURATRER
FH IR P RRO37420, Tii Sl A S o0 o (R A 5 5 — T R0 3, e IR AL 10,4245 Sy gRiao. 42
Sl UL T AR A R RE S I S 7 AR (T RE . SCHR[10]F FIH T k i S5 kR 5 — RV H 2
MBS Z 1A IC R o SCHR[A215E Y, 0028 e 47 ) 78 i ) ALY ORALE I s SIS P 26 PR R0 2 X3
—ANEEAT SRR N . A, STHR[431HBE TE T RS BN A% B I E bR TE S ANTE B )RR
RNy, SCHRT9, 44, 45] 5 0N HFHF 7 M 37 h A2 a0 Rl B E AL 5k STHR[OIFR 1 15 20 REAER
WREEA T, ML AT, R R EE K mUERARR R RCR . SCHR[44] 0B
I A2 B A TR R B R YT R A X B i o SCRR[AS1IU A iR 17 WA 78 i v 7 sl A% ST s f) B AR
Wizl i

HATNIE, ASCRS — MRS K M s AR 1 . J8d A F 0T Hd S oo B s
FrP ) S A R R 1 DU s e R, ARSCRIE Y T B R SRS R T R 2 B B R &, IR R
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[0 [ NS 1 R 7 e e S VA '8 S E ]RGS I AH K TAE
FESEHEAS B PPAY T k WA w A RE

2.3 RE/NG,

B, AREIFBEMNEATIHANHE T I ML R T R AE A TAE: n AL Hash 4,
FTAGREIL JE SR B P INIE, LA R 1 B

Hxk, R RRUE P 1 2 48 it S JE T sh P, oA s e e i, frl, AER
KA T NI AR R A

11



i I L R 2 - i 9 A 25 7 18 S 45— % DH- uTESLA #HiY

#=% DH-LTESLA X

5 LTESLA H L, B2 XA ANE, DH-PTESLA B EARAT 70 6 B3R . B4 w2
W RIEFHWE. BEFERCE. MEIGH. TEEE. MEER.

3.1 Ri%

P B B uh (Base Station) F&[E € (1), JFH BT b AR /0 A A — AN KT FRIH 3 1) 0 A
AL, o, JLulh B TIRIAFEEAsE) . B A ReEdtes . M, Mg ife
T B Z BRI S tHRRE ) DL RE . R, eI, AV S W
EREAR T AT A BE 2 2 BB M 22 Ve Re BER M2, Fulial AL T Mg h R E, HEit
TP ER, E3.1R.

500

400

350

300~

.
250 =
i

>
150

100

50

0

- > Y .
0 50 100 150 200 250 300 350 400 450 500

B 3.1 RIAR TG 2R AL SRS I 25 1 2 e ) e s 1] o
WX 437 5 /& 500m x 500m, F HAEZIX IR A 500 ME T 5 BEHL A5 -

12



T M PR 2 i 9 A 2 6 1 S 55— % DH- uTESLA #pil

3.2 RIZEFEWE

B, KiEE (EubalE M OEER AR 0D HSRHC-TDRA K — RIIMFAH . BAR K SEI
WA AZF 4411 5 — 8670 % T SRHC-TDIIHI AR B 70« SRIG, KIEFH W IEICBFRAAAE L &
R IAE T SIID S AHIFR S (fingerprint) {58, Hrb, WAMIDLLEAHAGE, E4401,
O TREAE A VAT AR o BRI ST R IR 2 058 DY 2 A P B

3.3 B EcE

B T HAICBRHLAIKIAIE . BARRISEHE" S W T . KA SVERT R4 BEINA M 2%
N TIBATDH-UTESLA, &AGILMT R AL AUE — > commitment{E (— B Z&HashBERIEEH(ED) LK
HAh ) 5T T B E Hash BE A IR S50, IREES MO A 58 T B N SRS 3uE k6 4P kS . EMIES
f: HashBEIKEEn, —NZ2HashF%ih: (0,0 > (0,1, BLERISX (m ). FEH, Akm
sFRE R IRAF AN IR AR1E S o EEInA RTINS RN T, , ik SHIGE Z AR BORI 3R 722 A, ISR i
WA ZI T, BEARRAN KT, POSER KA 6« Horb, B =ANSH MRS A AL
fill o

3.4 MLHIEEAL

A HNERIBERIPTCRE, I —MEAIRINS M. RI5, I RIS S
FONFESAT B BT A o, &3k (Cluster Head) 7 2 6 S8 BB BT 7E AUAR A 19 A, (466
. . B T R R E PR SR AT IS RIS . JXAE, DH-UTESLAP)
WA FE T AT T R AR n] LUB OE E A T LA R IR) 73 SR 3 R i A

35 =R

BB T A B TR 0 o 2 AN E RS (T, ) FIRFRR . 10— 2k Hashii: 1 2 i Ji 39109
n+1IFRR Cn yHashB I D; JRIM, mURAESR I E A, ZHEHashiERens B BEER N %
AR EE, IR H T A Hash B ) A= A U2 JERR IV, 48X RERS 5 8 e i — IME Y sl i A= A A

13



N N R R e e A VA 3 % DH- uTESLA i
. wE3.20R, RIEFHE A AR A AT BN BN IR B IMACHE; ARG, T #izE
a0 LU BIMACAE s )5, it — AN E IR TRl R B & - T, » KIEH A A1 %R B RS 28

OxTiy s

Re-initializable one- | .0 (o A I a1 A
-way key lifetime ( T ( ) T Ui +h ( }'hn (PU 1)+ T PUi+1 T T
-~ J J J -

Disclose keys R.. h”(PUI) hz(Pu,) h U. P, Pu 1 . (PU,H) h(PU.ﬂ)

Receivlie(:/issclosed EUH hi(pui) hi(PU‘) f/]/(PU‘)

Authenticate packets . .. .
with MAC « e & & e e e & Receiver

VTTJ- T T T Tt Tz Tis Taa Tioans
Transmission time Time >
3.2 fEFIRIEAE Hash SRR SRR REAS S SAACAEAR BRI B8 A B A -
YA — AR TER, Bl S, T —RBEMBEEE (R, | ) BUAEWE L EI BB

3.6 NIEfE R

MBI SR P AR 0 LA N I MACHE I, B e /5 A A 0 B R S
8] XA, e A PIE LLRAH R IIMACE - FLAR 14074 78 55 = 55 58 DU T IR 585 =30 (1 3801k

B BURH AT R
2 MBS SRR B )RR RO R DL AR MACTER & ek Al ok AR SE

SR A 2R, PRI KR4
3.7 FRE/

REFENG T DH-UTESLA WX 6 NP 8R: ik KiEFHWE . B aHiRlcE . MESvIiatL .
IIMER. W EE.
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e S R 2 T 9 A 2 18 ST SEPUFE FET(t, n) [ TBR AR 7> 44 (Y AT FEAE Hash £ 44)3& 77 € (SRHC-TD)

BIE FET(t, n) I TERARI 2K AT EAE Hash #EHE T R

(SRHC-TD)

N7 THE I RS, SRHC-TD HLHIE &SR] 7 “EHE” UK “F5)” Me. A1 Ik
UE RG24t DL e 8P, SRHC-TD HLEIZE I& 3 1 (t, n) TR LA salt E &

BRI, o W A B R B A, i LA PR 2K 7 A e A R A A
It BEH A —/MEXS IR R, R So R w

4.1 FHAE X

FERARIRIE T A, B Ses SRR A O E 3o
EX 41 (%) BKER L (bit) MESEIR m A2 #E B SR . BRRRN

L=(m 1), m - H B LR 2, TUE L (bit) L BTREANT 2 4 0.

EX 42 (HEGHE BUEME. EEE) % m(m=1) MUIRTRIESR n(n=1) i, HAF p,
(A=p=m, > p=m) MEUERY, (v BUEEAHIE),i=1,2,,q, 1<g=<min(mn), ¥
(Por Do o0 P ) RN, (v, vy, -, V) FROMEE TR, m-q B EEE, Hm-q=Y p—q
=2.(p-1).

EX 43 (EEXR) BEEE Nm-—qif m DMEHBUER K ANE0e 8 S) ,, W q BoE
[L, 2, , mim( n |EIFFE R, m AMEEFTE BUE R0 GE YTS! L B S R L

U _ S
HONBEEREAm-qM ESR, FHiCAEEE, P ER. P:Z(—)S Hrf, S, = CR-
i=1 m,n
I
CP ...Ch. n: .
" P (neg)!

15



N TR R e = DA TS PO BT (t, n) PR AR 2 44 1Y) n] B AR Hash B #4387 £ (SRHC-TD)
EX 4.4 (EE) %m(m=1) M, EEEAm-—q, WE qFREE.

FEX 45 (PR A PRI, FID, %%, D, = YR .q.

q=1 q

4.2 (m, q)kll 5y

N, E RN E L2 5, BATE T HREE— RFIT(m, q) R 58 LUK 44 (158 L

BN 46 ((m, a)klFr) K EEEE m JCE S HEI5 A g AN IEEREEGHE IS ARRR R (m, q)&I45r . (m, )
R 533 R — R m Rl — ARG m R m kIR IR A 4.1 FOR, SO R m k)
I IR TR SR an ] 4.2 B .

L% A Dy &

121 e 1

GNDEGERIGDEE W[e]fe]  [o]
QEEI 0] o]

K 4.1 mRI RS s R

EX AT (m R W) FBATLUT 4 DR R ROy m &7 # .

1) WA RAEN m.

2) EHN I A I ZT, JFHI<m.

3) | W RS | AT IEDN =i, | MESOCRTT R B R B AERUE, JFHIT <]

4) AT R HEN 0.

TR B BT B (m, o)X 7r R AR o BB D m R W HIEE g E RS RO 0 Z) B R
FEAIT Sl SRR ST 2, Wk k2 E R (2D AETE 2 KRR, ST ATA B BUE A
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B S ER A SR 52 S S S EE L (t, n) BRI 24 P T T2 Hash #4435 77 %6 (SRHC-TD)
HHEEAFIARED, WEHH A — K EABRARE A — DRI, xR, sk T EraaEEE M, )
X5y

A LA(m, 2)X155 1. i 4.1 FioR, BEERPIE 2 BRI m-1HAT A, RS T m-1%H E
SRR, 290, m=-1), (2,m=2), -, (m=2,2), (m-1,1). FHIHETHETHG, m-i)5

(M—i i) GEF, =L 2, .. mo1) B, s E SR, ?%?UEJ%%EEE@E%%%, e

5T E J/l\(m, 2415

HFm& 3 A AR B R R B DL, T B LR B R AR 0y . AN EER EARBUEA R N
JE PR R RBEAT F 38 A i gm0

B 4.2 Sk m R RS R R
TEX 4.8 (Bt m ) K EAT LT 4 NRF R RO ESCE K m ) 4

1) AR A m, aﬂ%}w&a

2) AT AEEN | (0<l<m), HHACET RBERIBARUE r, H1=2r 0, &1
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e S R 2 T 9 A 2 18 ST SEPUFE FET(t, n) [ TBR AR 7> 44 (Y AT FEAE Hash £ 44)3& 77 € (SRHC-TD)

,aﬁH-HzM%, <l <or I, AN ).

o . ) . {r,r+1,~~-,[—J}U{I} | =2r
3) SR RE T R B AR BUE VE HE 2 2
{1} r<|<2r

4y W S 0.
SOREFEARE q (8 FLEEIRIT o 2GR SONES O M, H e T A, I A S
BN RE, RE] TP AR, Q)
T L(m, 20815 M. W 42 B Eﬁ@ﬁ;ﬁsﬁz}%a@g J/l\ﬂJr*ﬁ,ﬁ, %ﬂz@JTEJ%&%E

B R, AL m_1). (2. m—2), (EJ m) ED&@JTEJ’I\(m, 2815

4.3 (t, n)-Mignotte’s | JFRFAHEILEF R

B, AV H ARG E L AE X

EIE 4.1 (v [ F 4 € B (Chinese Remainder Theory, CRT)) X} T A M 1<i,j<k, %4
(my.m; )= 328 A E AR L 3

wm,m,,--,m EPHEBK kK DMEREH, k=2, NFERTHEH

X =b modm,
X =b, modm,
. (4.1)
X =b, modm,
HHEM = ml~m2-~-mkl§|’\1ﬂ&~ﬁﬁx=Z_k_1b,Mi(Mi‘lmodmi)modM, Hrh, Mi:M, 1<i<k.
i= mi

EX 49 ((t n)-Mignotte’s /F41) #& n & —MEH, n=2, H n, RS EEELHETS
m<m,<--<m, (Mm,m)=1, 1<i<j<n, WHEm ., M _-m <m-m,--m &, JFRZ%EE
BT 5 A& — N (t, n)-Mignotte’s [T 51 .

A2R%S € —M(t, n)-Mignotte’s 741, Fh% 3L T7 i AT an Rl

1) BENLGEE— R S 1AM, HESE: m_,-m .---m <S<m -m,.--m &4, mEE

18



a=m-m,---m., ﬂ =M, ., M ge-M s E[I]W%Eﬂ<s <a ;

2) 41, =Smodm,, FTURRMHEMRHI, 1<i<n ;

3) MERULE t DAFERIBERBL LA 1,0 ER EFRRE A KR A S,

Ly

HAEREm -m,---m T 2&ME—T,

X =1, modm,
X =1 modm

" 2 (4.2)
X =1, modm,

4.4 O] F4E Hash %% SRHC-TD FIHE R
P B BB K h B KR Lbit(f4m: MDS B3I 2 L =128 bit), I H R 6ow 77 By
TG L ABE(m, 1) o RIS A FAM B AT R .

4.4.1 BV M Ex

TEVILEALIY B, K& HRCE MR T Hash BERKE n, — %41 Hash iK% h {0,1}* N {O,l}L ,
Jf H Hash M8 22808 L, R 8 h it oy L-bits . JFH L gl 73 o9 (m,, 1) -
1) VIR TE.  AOETTIERE—NEER (8, m) -Mignotte’s FEAI{x,, X,, -, %, }» R EMIHIZIACTE

Sy » JFH RIS A AR IEBHOAT Hash 1255, THEHARNK m NEONE, REX LR HE R0
ER, -

2) ¥hat—2% Hash B, KI5 LA R AWIGER T8, BB 2K n 1% 6k

R h(R). h*(R), -+ h"(R)
Hrb, n-1Jym HEHLE.

3) AERR T k. RS 1) F12), SHHERE A (tm ) -Mignottes 1, FEit
XIS S, AR s JFHL AR SOV TE, A 4

PU” h(Pu,)f hZ(PU’)' Ty hn(Pu,)
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B B FB R 2 A i 3 ST HET(t, ) BRI A 7T F3AE Hash 6 436 77 % (SRHC-TD)
0" (R)) Syl m, A2 HERIH{c, ¢p0eey | SR M A2 RSB SRR M, —q, . AEEEE G,

4) Wa =X %X B=Xy 2 X az X o WARIHLEFAMt=q FHB<h"R)<a, MEL
h"(P,)) fE NFLEE (EHHD) S. I, BRI 3) S A& M.

5) A I, =S mod X, PHE M AMBHEME CFEHD 11,0, .

6) tMHAFALHEINERM, & Hih, &=nR)®L, & =(Xulea)<<h: L=S,.

7) ZAREHA (0 (R)).& ) AR R . B L, WHSHEAERHEINHE 53 A%
5.4 hLNE OB K IE S T &5 R

4.4.2 ZEREIEMEL

TEHR LB, RIS T BT B A AT Hash BERRE(E UL BT 15 BT F — B BEROBRAT

EFi(i=12,...,n-1) &, RIEHFERIAATUT =AU

1) T B Hash 86480 (R)) AMIh™'(R,)=h(h""*(R))).

2) WHMBINIEM &, & . Hd E=t"R)I®G, » =X lgu)<<Fi »
k=i+1(modm_) , r FKP, M ibit. 5 2ibit. - ZH IR HL

3) WHIFAMBIER BWI(h"(R), £, &)

Remark. fE% n%, KEHEQMAPTER, .

fEn+1%, KEHRAGFFES, .

4.4.3 ZERINIEM EX

UAHTHTIR, T 26 TR TR, e HORE B LG Bl A SRR A8 5 ECE Z K
PR T R BE MBI 20 T, 2R DR, 6 RN AR .
R I(i=12,...,n-1 ) 5, HWCEFHEARKIAT LU IAE %

m%ﬁﬁrﬁf;w<na4,%&%ﬁ&%gﬁﬁﬁmﬁ%m%ﬁ%ﬁm@Mﬁxggy

int
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g 15 HAIS F R 2 L B 5 A 2 1 S SEP0E HeF(t, n) [TTBR AN 4% (¥ P] -4 Hash B3 7 %€ (SRHC-TD)

1) HEIFBIUEh(h™ (R))) A5 h" (R ) A% . M, h"(R)) RZ BT A U0 A7
fili TR A .

2) iHIFRIEN (R)®E R~ & M.,

IR UL PP BRI AR, R4 3R ORI ROE B 2 A e B R, IR ¢
7K.

*A”ﬂ<n54,%&%iﬁ%m%ﬁw¢mwx%x4;ﬁﬁﬁ;ﬁo%EE

m%mﬁﬁr?

SRS R MERINSAERE BN IR, &, &), RG> .

1) THEFRMAE R (W (R, ) T AT (R, ) MBS Hok, (R ) AR RIS A O
T TR OBELE

2) HHIFBIER (R)® ¢~ 5 & %,

1R LA_E P R SR TEE I , S A SBRS  SR R (B R A S BN 9 L ¢
7Tk

4.4.4 ZFHHEHEMEL

T B EHEE AT )5, 5% Hash BERUHIR 1o Buit, BalleE ek A E R, AL T
EFm AN MACH (KRR S Do

1) WEIFBAER S & Mg WRSMFEKFFIME x, , M3, . Hd, i —i,=0modm,_,
k=i, +1(modm, ), i, =12,...,n-1.

2) BAESEAK MAC B¢ e, #HICER R g PAFKIFSIME X, , L% g MR 7% Y1E
I, q0 BARBTHE I m A7 SIERIFES] (Permutation).

Remark. FLig b, UK FIIME X, , DB oA m . B SELRELL. B, 7R
X =Xe,n KITEOL. B, WUERAFEE L EOLHE, WA RE q PARKFESIEX, ,, . FEZ,
AT AU %, X, oo, 72— (M) RIS

3) HFFHIEE: b T A K m A FFIE X X, X, > EATHFERERIE A (Union) BIRHAE
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N R R B e VA 'Y PO BT (t, n) PR AR 2 44 1Y) n] B AR Hash B #4387 £ (SRHC-TD)
(36 BBk EE Y, Bid A (R)),, BTh"(R)), =cc,--C, -

4) CRT YilEik: A t(t=q, VAR (X, 0. 1,.) . BEF CRT, WIS IR A R4

x=lg,,,modx
x:lvdmoda

2+1 (4 3)
x=1.,modx.

BEX XX, FOME—A, BHFAE O3 — RS HIRERE R, EHE NN (R, .
5) 1 hPR,), =h"(R)), » W % AL T . X BE B AT R AR 5 BB A (0 B fa

h"(R,)=h"(R), =h"(R,"), -
4.45 BEFER

HHTEZ G, TR TAE, H—FMEEtAERT, BWE—xsLpls," MR, LA
A EERE T 0" (R)) - M ESEEMALL IR, #haefRiE Hash 85I SR TAF

4.5 RE/NG

KREHRNE T IR RE S, flin, rR. EEE, BER MEEE, AZER(m, q)kl5
e, MEGIN TR0 RIS gk ikl o g2 .
NG, LR T ERIARER. (t n)-Mignotte’s /¥ 1. (t, n)-Mignotte’s [ TBRBAZ LT %

FENA5E UL EARIR G, A2 WA R iR iiid SRHC-TD #)its 7 i BAR B IR %4
VUG B B RIE B B UGERY B . S E AN B B3 BB
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T S R R 2 T 5 A 2 7 18 ST S HET d-Left Af THECRAR B DE AR B B i VEN L] (AICBF)

BHTE ET d-Left ARG IR IS4 1) 5 - EDLH]

(AdICBF)

5.1 AR E

FERT d-left nJvH A B U4 1 B AIEHL (Authentication scheme base d-left Counting

Bloom Filter, AJICBF) 1, A ECDSA kil 5454 Sign( A KS,)=[r,s]
2 5.1 Fian, A RAIE SE W 5.2 iR .

o R AW BRI

HiE 5.1 (BLAE ) [23]

INPUT: Authentication information to be signed, A and private key of the source KS,
OUTPUT: Signature pair|[r,s]

1: Calculate the hash of the authentication informationh(A).
2: Select an integer k randomly from[1,n—1], where n is a big prime number.

3: Calculate(x,,y,)=kG , where G is a base point of prime order on the elliptic curve;
And setr=x modn (r=0, ifr =0= repeat 2nd step).

step)
5. Signature pair is[r,s].

4: Calculates=k™(g+KS,-r)modn, where g is the L, leftmost bits of h(A)(s=0, ifs=0= repeat 2nd

B 5.2 (BAWIEHTE) [23]

INPUT: [r.s], public key of the source KP, and authentication information A
OUTPUT: true or false

1: Verify that[r,s] are integers in the interval [1,n—1].

2:  Calculate hash for received authentication information and geth(A).

3: Calculatev=s"modn.

4: Calculateu, =h(A)-v(modn)andu, =r-vmodn.

Calculate(x,,y;,) =u,-G+u, - KP,.

o

6: X =rmodn=0= true, otherwise false.
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T S R R 2 T 5 A 2 7 18 ST S HET d-Left Af THECRAR B DE AR B B i VEN L] (AICBF)

5.2 #ig d-Left AT+ e 18 2%

£ DH-uTESLA il rh, AL A S, (i=12,... ) &G — DA KP M—ANREIKS, . FEH
EATH & A 2 R uh Sy - o i o I H B ol 75 ZE ) @ — A dICBF SRA7 it % P15 B I HR 4L
(fingerprint), TIAN2 B4 70T N A7 75 (8] R B A7 i IS B o

2 —> dICBF LA =B, &l 5.1 Bk

The d-Left Counting

The set of nodes Bloom Filter
public keys
D, | KR fo=(0. 1) .
ID, KPR, x /\\fszz(bz,rz) Pl(*)ﬁ (bil,ril) ﬁ\ :———————ﬂ_/’
P (#%)—>s bi T \ | r subarray
veefone H(x) | - :(*) ( 22)‘\ '————r——J
SR [ bucket
ID, KP \f fs, :(bi’ fi ) ) 7\4#0—61, c== cell

/ f =
0 P VAN A Pl ) T Ny
bl
________ - /I_ —_
! storage element | counter | |
| 0 0o I
| 0 0 |
| 101100011010 3., |
| 010011101100 2. |

P 5.1 d-left ATt HOR A e i U A i A
B, HUETEM A Hash s#H () R AH 1D 58 LA, BI(ID,KR)
WSt — RS (True Fingerprint), FoRy fg =H (1D |KR)=(b,§) . XNHEIRLEEHEH S L.
b, 55— b &R HIAAAR (Bucket Index); 1fiJ5 &8> r, (Remainder), fEAQHI2 7 ZAAMHIITTR,
I HXATCR B A REERR AL AR b, TR AR BAS (Array) (ILE .

Remark. FER| RS #dyfy, 7F7EEAAAEIAEN—DBAFT EE] d ~FBA%) (Subarray).
PRI, JFORMIEFRE £ AN T 2, 22k d MELL.

HR, W TR MRS Rl RN A d DRI E SR EL P, P, -, P RIT R E MR

Bl b, R(fs)=(0ur)s Po(fs)=(baka)s oo Pu(fs)=(buke) e ENIBBIRIRLT d D70

Bl IFAXTRAP(fg)=(byr) . by RAAE, 1 R FHEAEMES | (j=12.d )MTFRIIH
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B NS 3 R R 7 e e S VA 98 5 i JE T d-Left ATk BOT AR B e & ) B ) AIERL A (AICBF)
ﬁ%’i\“o
Remark. A3 PIRMRESE (T8 DL KA. 28— Rl A AN R 1 B e A R 17 AS A, BT

R (s )= (buti) # R( s, ) = (byors) LR by, =by, o ARBEECRRE L I3, I T B T RS AN 25

ZAHIE (Cell) RAFREARFMITER . 5 4h— B2 95 ) 1 S SR A R A B,
fi, = fs (U Py (s, ) =P (f, ) o ARERICRRHSBLAONE, U BEREA ML EAEROT A, 0 FIE T2

AR RS AR AT R O R R PR, — MR RO D 302 e T A ot s (e
%D A,
e, MRYE d AT AFIRAE il 0k, SEulig iR AN TR E N e A AL E

5.3 W R SHHAEERE

2 ANF AR T RO I BRI, B e B S VA BN R SRR U4 RE RS
WOIRER B E FIE S B BRI RS WS A A A I B 2% e, R B A IR AT
REAE M 2R T AR AL Pt Br Z AT T REAE L 2 S5 o )il bl A PRI 5, 56— FhAehy i 5 ikl dt 47
B, MR R RLE, AR 5 BEGEAE . B, X PTMAS R 1 AR R 20 ) BEAT B R
FERT—MIEOLS, FEEERIHEE 5.3 HHGERT R Sy, ARG — MBS, FEubfifH5% 5.4
5 31 R DS B A ST R (BRI B R BN BIRE AR Sk D BEAT TR 18] B 5 43 IE
L 5.3 (ELEAUERT 1Y 1)

1: for each new sensor nodeS; (i=1, 2, ...), who wants to join the network, do:

2: sends authentication message M, to base station. M,=( 'a', ID;, ID,, KR, N, ) ,where'a' is the message
type, IDgis the destination address, ID, is the source address, Nis the nonce, and KPR, is the public
key of S; ;

3 base station uses the hash function H and the permutations B, ..., P, to calculate d bucket indexes and

the corresponding fingerprints of (ID,, KR ) ; And then it compares the calculated fingerprints and the

ones stored in the position the indexes pointing at.
4: if there is one pair of fingerprints are the same do:
5: base station feedbacks the authentication-response message M, ,

M, =(ar', 1D, D, A, Sign(A, KS, )) where A={T,|("(R,), , & )T IT; iy "5"NB}KP, ,

‘ar' is the message type, IDO1|ID02 ---is the destination address, IDgis the source address,

T, is the current time, (h”(PU )e» Soc ) are the commitment and other related parameters of

the current hash chain, T is the start time of the current time interval , T, is the start time of
interval i', T, is the duration of each time interval, & is the disclosure delay, N;is the

int
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i 3 IS R R 2 At 5 A 25 1 S

@ N

nonce, and KS; is the private key of base station.

else

the node S, is not the legal one and authentication fails.

end if

end for

$VE 5.4 CFr 11 mi SRR Z A A EAAGEE)

13:

14:
15:

16:
17:
18:

1:
2:

10:
11:

12:

for each new sensor node S, (i =12, ) who wants to join the network, do:
sends authentication message M, to base station.
M,=("a, ID;, ID;, KR, N;) where'a' is the message type, 1D, is the destination address, ID;is the
source address, N;is the nonce, and KPR is the public key of S; ;
when cluster head S, receives the authentication message of S; sending to base station, it adds its
public key KP into the packet, and then forwards the added authentication message M, to base
station.
M,.=('aa', IDy, ID;, KP;, N}, (IDg, ID;, KR, N;)) ,where 'aa’ is the message type, ID; is the
destination address, 1D;is the source address, N is the nonce, and KP, is the public key of S ;
base station uses the hash function H and the permutations B, ..., P, to calculate d bucket indexes
and the corresponding fingerprints of (ID;, KP,) and<|Dj, KPj> ; And then it compares the calculated
fingerprints and the ones stored in the position the indexes pointing at.
if there is one pair of fingerprints of (ID,, KR ) are the same do:
if  there is one pair of fingerprints of (ID;, KP,)are the same do:
base station feedbacks the authentication-response message M, and the
added-authentication-response message M, ,
M, =(ar', ID, IDy, A, Sign(A,, KS;)), M,, =(‘aar', ID;, ID,, A, Sign(A,, KSy)),
where AZ:{'SJ. is legal’ [T.[|(h" (R, ), . Zer =) [T ||5||NB}KF’, , A={'S, is Iegal'||NB}KPi :
‘ar' and'aar' are the message type, ID;and ID;are the destination addresses, ID;is
the source address, 'S; islegal' and'S; islegal’ are the authentication results, and the
meanings of other unspecified parameters are the same as those in Algorithm 5.3.
else
base station feedbacks the authentication-response message M, ,
M., =(‘ar', ID,, IDg, A,, Sign(A,, KS;)),
where AA:{'S Jisillegal' [T (0" (R,), . &oe. )Ty [T ||5||NB}KH
end if
else
if there is one pair of fingerprints of <|Dj , KP, > are the same, do:
base station feedbacks the added-authentication-response message M., ,
M., =(‘aar', ID;, Dy, A,, Sign(A,, KS)), where A ={'s, isillegal'||NB}KPJ :
else
the node S, and S; are not the legal ones, and authentication fails.
end if
end if
end for
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A S K 2 A A A 2 AL BT d-Left ] MR A e IR R 1 S R EN L] (ADICBF)
B5HGE 5.3 ML 5.4 AR AT B B AR . A RERE T RN ZIME i, 5%
SR IX B E R, HAER—MAEEEM,, , SRER IR ARG, . T B b 2 2 o i

B Pt PLERSEFFERE G T 2 S AR RN A A 1 o

5.4 RE/NF

A B S A 2 25 44 5% ECDSA HIRSE A4 A BRI DL R B B ARSI« AR5 /4 d-left 7]
THEA R JE AR A IE I RE o 35 M YA 3 i A AT B i A FR B 1Y RO SR A . i iR
ARG, R ERGAE, TR S R ZE A LIGE; BRI 5% 5.3 M1 5.4
KA o
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T HHIS PR 2 i 9 A 2 6 1 S SNE ST SORWE) 7 i B L (PTCR)

BANE BTICRNRI 2 #EEREEER (PTCR)

BT A SEM B H 559% (Parent-Tree based Clustering Routing algorithm, PTCR) 3 ZE 4R 1 Xkt —
AMERIER SR . AW AE, T SUMARIRN, &N R0k, HRE EE 4
KEBH T AR IR T FA NI . KT PTCR FIEMEABAWE 6.1 Fin.

/// O\\\ O
!
//’ \{ O

(E / O O )

\\ \ Q\ S=-- ’/ O \\\
Base Station\ <~ ==~ O \
/ \Q —\/y’o ﬁ\ ]
/ 7\ A\
! ;o\ O J
O

@ Cluster Head O Relay Node (O Ordinary Node

O
//
0/ ©
\
\
// N
e
|
\
\\ O
AN
\\
ll
|
\
\
\
AN

K 6.1 PTCR &k iRARE

6.1 FAE X

BN 6.1 (FFK%) BB 1A n MBEIT AL IBAEK T —Z L% H Hnum(n). JEH,

1 O<n< 5
2 Ben< 1
num(n) = [1J+2 1&n< 9 61)
10
10 n>90

FEX 6.2 (31 5 M 25 B J AR AR ST A R R T N P, o SKRERN E,, JE(E
PEA,, DRERRINK, (K<), HEETIRARRIA Ky, (kp<1). BEREAK (k<1).
P A 1 BRI AR . RS TIRON P, BERONE, . 5 MU N d, . BER DI
BB AW, - BB R AR AT,, « 4, Wy, AT, &N TR

Wdepj = kdpe '(kpe ’ Ej +(1_ kpe)' Pj )+(1_ kdpe)' dij (62)
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B M B R S B e FoNE T
Tdepjsz~[kdpe-(k B+ (1K ) Pr ) + (1 ke )

TAER B 1 % B (PTCR)
} (6.3)

X
o

6.2 MR HITRE

i1 PTCR B2 4> B AR 70 A e A SR, FEub RS H B A RS 70 I R AR - 70 R I i B
REZAVADER: @LAT R Rk BRI RSk Horh, ST AT R A Rk A
IIEASBREATH), ST A MRl IR 0 98 AL e SR AR o 108 1% A B I W] BEAE WX 4581847 (1Y)
FEATI 20 5, Ja Tl A R — R 2 Tk R R AE M 2% iR S5 AR m » BEE AR 134T
25 RE B VHAEAS AN 5T, AR B — AT RE B 0 AT ) — > T B

6.2.1 I 4FE

B, ERN—MrREEk, RuiiE IR ENE 6.1 T @A fE .
Bk 6.1 (FALARE)

1: for each cluster head node (base station involved) S, (i=1 2, ...) do:
2 broadcasts building-neighbour message M, ,
M,, =('bn’, Oxff, ID,), where'bn' is the message type, Oxff is the destination address, and ID;is

the source address;
for each receiving nodeS; (j=1,2, ...) do:

if S;.Energy>0and S,.Type ="Normal' do:
5: feedbacks the building-neighbour-response message M

bnr 1

My, =(bnr', 1D, ID;, S; Energy), where'bnr' is the message type, 1D;is the destination
address, 1D;is the source address, and S,.Energy is the message content about energy

information;
6: records ID, as S;.Cluster = 1D, ;
7. end if
8: end for
9: according to the receiving order, S, stores the neighbour messages into neighbour-list;
10: end for

6.2.2 iEFEFR L

SRR G, HEEAEE T —AMABE SR (Neighbor List) FH LATE AR 8 & i A5 B I E2 I T (]
LARARJERIRERAG B . A5, FRubiRIEHNE 6.2 MENE 6.3 TRk #%k.
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et s N R T W e el A HNEE BT ACEM I o RS VR (PTCR)
Bk 6.2 GEFHEK )
1: for each cluster head node (base station involved) S, (i=1, 2, ...)do:

2: selects next-level cluster heads according to Algorithm 6.3;
3: Si broadcasts building-cluster-head message M, ,

Mg, =(beh, Oxff, ID,, 1D,

Cnum(n)

-1D, ,CL), where'bnr' is the message type, ID, is the source

address, 1D, ‘D, is the set of the selected cluster heads, CL is an integer representing the
cluster level;

4 for  each selected cluster head S, (j=12, ..., num(n)) do:

5: alters its type as S,, - Type ='ClusterHead" and set cluster-level as S,,-ClusterLevel =CL ;

6 end for

7: endfor

Bk 6.3 (EHEEK 1)
1: for eachnodeS; (i=1 2, ...)do:

2 traverses its neighbour-list, calculates all neighbours’ distance-power-energy weightW,,;
3 selects 2x num(n)nodes as candidates in descending order of W, ;
4 sends the candidate-set message M . to each candidate,
M, =('cs', ID;, 1D, 1D e, --ID%W(H)), where'cs' is the message type, ID,is the destination

address, ID; is the source address, IDg the set of candidates,

Canum(n)

and ID; & ID | ID |-+ ID,

Canum(n) !

5: for each candidate do:
6: builds neighbors according to Algorithm 6.1;
7: and then sends the out-of-neighbour-list message M, to S,
M i :('ofnl', ID,, 1D;, ID01| ID02|---), where'ofnl' is the message type, 1D, is the destination
address, ID;is the source address, and ID01| ID02|~~ is the set of candidate that are nor
reachabletos;.
8: end for
9: suppose initial value j =1
10: while the size of the cluster head set G, is less than num(n), do:
11: if j<2xnum(n), do:
12: S, picks up the j-th candidate S, ;
13: if S, ’s distance-power-energy weighthpeJ > Toe, do:
14: if j=1do:
15: traverses setG, ;
16: if nodes, is totally disconnected with all nodes in set G do:
17: s, joins set G, ; the size of G, adds one;
18: end if
19: else
20: S; joins set G, ; the size of G adds one;
21: end if
22: end if

30



T HHIS PR 2 i 9 A 2 6 1 S SNE ST SORWE) 7 i B L (PTCR)

23:
24:

25:
26:
27:

28:

29:
30:
31:
32:
33:

j=i+1;
else
suppose initial valuek =1;
node S, picks up the k-th candidate S, ;
if  Sj doesn’t belong to setG, , do:

S joins setG, ; the size of G, adds one;

end if
k=k+1;
end if
end while
end for

MRIEHIE 6.1, 6.2, 6.3, FLuhidE | num(n)NEE— gk CIRARSRD . UM, XL BIT46
SEARJE, ARJEIEFE T — BBk . IXRE ARHE, 3T ORIVERIEBLR AW A 20 (Hey o, 2%
B (%S AT B I BRI ek, HRVREAMSE e ek, s, M2 i

P B i 8K 22 B R I B 1 AR

6.2.3 T =BIMA

AT, R REZIER AT BE A HT T AU B 2 . s A 6.3 ML 5.4 Bl

S W EVET KA BRI . AR )5, B s 5L 6.4 RN BRI 7% .

Bk 6.4 (Hr T AIINAN)

1:
2:

e

10:

for eachnewnodeS,,(i=1 2, ...)do:

broadcasts finding-cluster message M

fc 1

M, =(fc',0xff, ID,), where'fc' is the message type, Oxff is the destination address, and ID; is the
source address;

if

else if

else if

it has no reply do:
S, would lose effectiveness;

it receives one or more responses from  neighbouring  cluster
heads M, :('rfc', ID,, ID; ) ,where 'rfc' is the message type, ID; is the destination address,
and ID; is the source address, do:

joins the closest cluster with cluster head S; , and sends the joining-cluster
message M., M. =('jc',ID;, 1D, S,.Energy), where'jc' is the message type, ID;is the
destination address, ID, is the source address, and S, .Energy is the remainder energy of S; ;
records ID; as S Cluster = ID; ;

cluster head S, then updates its neighbour-list;

it receives one or more responses from neighbouring normal nodes, do:
chooses the closest neighbour S, as its parent-node which is responsible for forwarding

messages; and sends the treating-as-parent message M

tap !
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M,, =(tap',ID,,ID,,S;.Energy), where'tap' is the message type, ID, is the destination
address, 1D, is the source address, and S;.Energy is the remainder energy of S.;

11: records ID; as S Cluster = ID, ;

12: node S, then alters its type as S, Type='ClusterHead' and set cluster-level
as S, ClusterLevel = S(S; Cluster ) ClusterLevel +1;

13: end if

14: end for

6.2.4 FRKBIEF

FIBAENIE, BEA PTCR SIEAURALZ IR 1o SR 1, 58 BIMK Y ml /5 2 S AL B | B2 A s
EATHMERREE R, B, ABER - RREBEEE, HENWRERRTRERN, Sk R
1% 6.5 i BRI FE L IO HRAT o

F¥E 6.5 (LS
1: for each cluster head node S, (i =1, 2, ...)whose energy drops the threshold, do:
2: sends detecting-connectivity message M, to its upper-level cluster head S,
M 4 =('dc', ID,, 1D, IDrh| ID, ) , Where 'dc' is the message type, ID; =S .Cluster , and
IDn1| ID, |-~ is the set of S; ’s neighbors;
3: cluster head S, detects the connectivity with S, ’s neighbors referring to Algorithm 6.1;
4 if ~ one or more of S, ’s neighbors are reachable to S, do:
5: for each neighbor node s, (k=1 2, ...), do:
6: S, detects the connectivity between itself with S, ’s other neighbors;
7. the one which is reachable to more than half of other neighbors is chosen as the
candidate;
8: end for
9: if  there is one or more candidates, do:
10: S, chooses the one with most residual energy as the new cluster head; and broadcasts
updating-cluster-head message M, ,
M., = (‘uch’, Oxff, ID,, ID,, ), where'uch'is the message type, ID,,, is the new cluster
head’s ID;
11: the new cluster head S, builds its neighbor-list according to Algorithm 6.1;
12: the nodes that are unreachable to the new cluster head would join into other clusters
referring to Algorithm 6.4;
13: end if
14: else
15: S, is still considered as the cluster head;
16: when the power of S, is exhausted, S,’s neighbors join into the other cluster referring to
Algorithm 6.4;
17: end if
18: end for
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i S LA S R A 7 A 2 4 S SN BT ORI o R 5% (PTCR)
N TP I AR I U BE R AT, SR R I B BRI, ety 7 B A R 4 51
Jit EEBT I B gk B AR

6.3 AR/
A 5 DL B T A GHIE TSR0 5 SR T S0 PTCR., 2645 1 T S0 37 5 2

BB — L] BE 3, AR5 A4 PTCR IO 2P IR @ r4BfE . ek, B s, &k
e XA D BREE N S 0 L S IR

33



e S R 2 T 9 A 2 18 ST HEE AU TR R 2% B N AR e U

BLE BUFG TBIMERFMEHN RN

7.1 #E4& T AR R a1 iR
7.1.1 BRANi=HEY

N T IT R AR PR, RS AT R 2 T B A A BRI R o B R BEAE AR R RN
VO B RN A L RIS . FANER KRS 7 8E S, BERZR — MBI i SRR %1 s i b i
— e X THMNRE, TEVERN—A fORAE . G et 2 7 A Ry, B amEn
EHE T T EE G T BAMEAIRE PR, BRI NIRE RN N P A E IR —
o

7.1.2 MBI HRY

PATHFEIXFE— D RE AL KN ES, Bl N (Z) M R TR, XL a5 M AERTaE R B
PEFAE—NHERAPIRXIRZ W, XK, Wi 7.1 fos.

/ Intruder

x4

K Belt Area

7.1 FEENAE R AR A [
BIEAIS , FRA MRS ATA T s A AR Mot . BEALHE . RS IXRE, 7 S pA B A Bt
AL —ANES 1 —4Emad AR AR . FHIN(Z) FR X Z WA 5 A8, BRATAT LIS 3]
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-n,|Z] 7 k
M(N(z)zk)zf———%%lll- (7.1)

Hor, Pr(Y)&mRdhY RAMEE, n, R ERB0%E, (2| TRKRZ KE
7.1.3 o) EiAk

N T2 R IR AR (LR BN A 1B 0 7 75 DX S A (A2 3 ith 2, B M o X3 — 26 P AT 1A 31 55—
IR IR B 2. FERPIRIXIRA, AR HTZOR R — B g4t "B Reng 8 gl IR X3 58 . 1M
WA AR D NREIRE N M2l 2 /088 00 K M 80T RO, X — MR L& A

REREFRAE kK M2 o JF HH Pr(A > k) Zom B sh i N b k A28 o A2 . STHR[B8] Ak,
r'k,®, 7)

r'(k)

Horb, ARRER R FBBRAESE AN S E S (BN T(k,0,-7) T (k) 7524
SEARRRLAN S R DA K 5E 4 BRAL N S bR E: - ©, /2 BALIN B) A B RS 3N 1 R SR AN FRIER R % ¢
iR VAL 8

AT R K R MR Pr(A 2 k), RATEGTEFH FIEEAkKE O, .

Pr(A>k)=1- (7.2)

7/

7.2 Bl

i B, WAMNREREZBEMAZFER . FrbL, X0 8 SR Bl
MRS . HR, H5E 4R PR AR R IR T S i@ s . &5, F A HA PR AR IR N
e BRI i T
7.2.1 B 1F

AP SR RIS B O, JRNVRIE, R RS 70 THIARR PR AP S 2 . Ao,
RN RIS, U LE e T 2 10T ELAE (A 255 MR 2 1
WP 7.2 FiR, BT F, FIE, MR 1 5 RAEF A7, EROMASE, JrriR. miH.,

EAIE A EE R IR R SN S, il CRSCHRIFRE L) AL E.
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B 7.2 MR R BT

WK 7.3 Fron, HANRE NSRRI, BT AR, JFH e BI1E A Ay
s BRI NAR T R L A B

K 7.3 ANRESEEA R

FEERA, R A5 I8 H 5 YR [ R 1P 5 i bl Blhn, FEC TR 51 1. R,

FATAT LIS 2 R A0 e 77 R 5K
-l kg &

Horp, dy BRI SR Z IR RS Kk, Rom KA

s

7.2.2 e R EEE
N T BEINGE S, SRR X S 2 R B e I XA R X A IR, KB AUUF

TPRARATA BT . XA ERRR B R 2P R . A EREERIBIRE, ik, BAMEH E 2
SRl S TR DR SR A 20 A R s (K13 30
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B B R A B AR A e g
1) FAANTE 4 g 4 A Y
fEERT, 430

e

-HH

- KRS T R 3 A R 2% )\ AR A

v, My, RERALIETT R S S M. N T 5 THCeA 3, Bl TR S EA S

Y, 49 R A AR vy By o b vy =[V -, | vy, =000 BT R (R ] f T R 2

BB SIPER, BT HAbsh J1. bk, PSS R sy s sp e e fbfia, 0 v Ay, &

AR5 S TS AR . RE, B (SRR v, = |V, +v

Wl vj:‘vji+v

K 7.4 R 7.5 3 A2 AR Y m Se s PERE R AT Ja s I IR, il A [ RO R T
|, AR, ARFEETROSVILT R, H7RR.

v v
- T - T
v
s, \ s,
\ 7 Vi
a
, Vin
//l J \\\
\\\ \7]0 / i
Si & \\\ Si ./ \\\
< <
n n
K 7.4 PRASML B sSURIE 1 T 1% R 7.5 PRMEET SR S IR )

H T e e nptkaiE, shEsEit HIRE RS T 1 (Mle=1).

my; sin(a+ B)=my, sin 3
mv; cos(a + f)+mv; =my, cosf (74)
my; sina =m,v;;sin 3

Vi cos(a +ﬂ)—vji = -V, C0sf

Rk, AR,

4mimj )
vy =V, [l-————cos’ B (7.5)
(mi +mj)

V. =2

ji

V;, cos B (7.6)
m, +m,
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m.
a = arcsin ! sin2p3 (7.7)
\/’miz +m;* —2mm, cos2/3

Horfr, m A m; FoR PR R v FRONREE AT R SR T S R s o RV, A, 2
BIAE; BV, MV, Z A
H T BRI s A A AR B R . AR, BATRTUAGE], vy =v, -sing. v, =V, -cosf,

a=g—ﬁo

KR, TS IS Rk J5, EATACHOE IR, (R D) AE AR

2) 27 Al e AR Y

K F B AR T R, B AT RE S — AN B AN AR AT AT o 2 2 ANl A R S R AR AE Y
ANE (AT Z TRV, JRATTIE IR A [R5 18] RV [ 3 S AT B I RE A 719 5 S | Al 388 PR AR X S
LA IR 7.6 TR .

K 7.6 MBI R TR 58 Ak RIE S

XHE, RATBERSAT RIS A1 S| Rl e B 2600
V=DV, +V, (7.8)

neU

Fob, v RS, VIR U R S, R AL SIS v, RS, 5 S, MR I
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FARFIE KA

7.2.3 S E &R

N T AR, FRAUERBENAR E HEBE NS, J5 T v LANWAR A, 1A% 81T m R BE AN 2
ZREHNEEZ AR IER . ZRE, S — DR BB 8T s R BRI DX IR I 5, R 4
FF 1o e HERS 25 o IRARFF A N AR AN IR AR e I it LR e G i N JRR 0 BBl S B o X — 3
e b A A AR L. DRI, AT P A AR IR AR I B L. MR SR
AR JRRT e R RSNV ] A A B 7.7 B

s ("\ ple I,

B 7.7 NRE MR AT SR

RS RE S, BT EMUF RN 1, NMREARIRT B Az E . BT iR REN
RGBS 1, T LABhRE SR I R S 2 — AN 9

Q_

. v
Fij 'er :mi d_
m.v,

muﬁda b
t (7.9)
J.d\7 = 2v; sin L

2

Iérda=2cos§

P _ Rcoso
2 R+b’

Hrh, sinc=— aétﬂt

Rk, AT AR 2,
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R = RCOSGCotg—b (7.10)
b=izcot§ (7.11)
my;
Rmv.>
p = 2arccot k—’sma (7.12)

Horp, g RonTHEE; R RNRE | AR X (B0 1442 p 2R F0M; ok
VIE LV, 5RFIEARZ A, OIS, I H oe(0,7/2) .

HAR(7.12)15,

Rm.v. 2

(]|

a:arcsin[chotBJ (7.13)

Rmv,’

Eﬁ?ae(o,gj, Fﬁlﬂ\peO[Zarccot ” i +a-72',72'+a-7rJo I H, FHEWE pe(0,7), FrEA

Rmyv,*
p €| 2arccot ” T | o

7.3 BRI M N R AT

KR TR 2 SRS B BRI SN e (6 A R 1 1 B MR 25 7.2 5 i RS B
A F SRt TAIHIR S v, DA T8 %% 6, .

7.3.1 EHEEHE

Mo PRI, AR SIPERT, BRBRAE DL PR B D A DI o BRI S | B AT a5 e o T
—ALLS, ey, PN R KR XA . W&l 7.8 fos. iR, AR E n, . I H
PN, ZRos — AR S AR a1 R H - R, BRA145 21

N, =[9zR°n, —1] (7.14)
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7.3.2 IR R E

—RHUEOLR, AR S EAZ Y, BT ERHEATREEC Y, o FFH, X TTERRRET A
M2, A TR AT AR BER RV, Yy, oy, - BB, IRABAS(T.6), FRATAT G BRI S, 1)
FXEEN ), Vg,V Heyvy =y, -cos g IFH =12, N,

SCHR[38]HUE A, T v, AV, 1P IR X T A

o2
V12_7Z'(1+ 2)E12 (715)

/2 4\7\7 .
He, E,= 1- L2 sin“pdg .
2= \/ Vaviiovy, o 7

0
2 172

F, 1T LRV, U,y Vi HOFRIHIR R, N

(7.16)

_ 2 /_ _
Vion, = ;(VltoNn—l +Vin, ) EltoNn

7z 4v. V.
Hr, Elwlzjo/z\/l— W sin®pde 3 H =23, N, -

2, o 2
Vit Vi1 +2Vltolvjl+1

FAAI, NAZE | AR Y RS B PR B T SRR Oy
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eSS T 1% Bl A% IR 45 ) N AR AGL I

i

T M PR 2 i 9 AR 2 6 S Ciae

(v +7;)E; (7.17)

A¢,m%A@%hm$wﬁg;v:ﬂmmwwa,%ﬂm%mﬁﬁﬁﬁgm¥wﬁ§;

. AUV, zr Wy, Y,
ij:J'/z ————1—sinpdp, HE, j/z o - sin® pdo .
0 Vv, +Vj +2ViV] vltoN +V +2VltoN io
733 FHBER

—BUNE 7 Z )5, NMREINZPUBINE IR vyr o S, #1ST ANRE IR 7 vr /R,
WAL ERNRF R AR p [, XWR e 17— My 2R R (B — MR
RIEI DO o X R o n, o« A, B xR 0, v IRR A

nZVi-ﬂ'RZ
AU A (7.18)
R p
HARN(7.10), (7.11)F1(7.12), AT
n,zR*myv;°
0, = (7.19)
2a)-arccota>-(\/R mV; —k; o’ —kv)
i, e Rm,vIJ smao
I(V
Rk, PHEFZRE, TRRA
_ nz7rR2m-\T-3
L= (7.20)

Za-arccotﬁ)-(\fRzmzv“ ~K@® - kv)

i Vij

1 er2 Rm.v2

Hr, a=—| "wdo=—w1,
2790 27k

v
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B M 2 T 5 A 2 0 5 St A R R A BN 4 ((R R
7.3.4 BEERM P k =B S

S HANIE, A T B SRS, PHMMHEEY, . fHEART.2), (717)M(7.20), 5
i THLAE 0515 H RS E P B sE K MRS T8 35 2 Pr(A 2 K) .

7.4 KB

AREE GG AR R IR . PR, JRa T BRI R IR . 35 SRR P i
R, R T R TR FERE IR . R AR o SRS AR DA AR SRR FROR T2
FARTIE L DL ST B 2 o KPR RE SR Y AE R S A% TR rh Kk B 78 i R ER Pr(A > k)
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T M PR 2 i 9 A 2 6 1 S o )\E PEfE

BINE HEReaHT

[aYay
S
=

X —5, FATIIIA 5T R IEAE DH-uTESLA B3 A N ARG ) 1 R -

1) SRHC-TD #L#5 RHC! ERHCIS], SUHCR, SRHCIMSIZE 22 4= DL J & 4% B b T 1 bh e o

2) AdICBF Hlf 5 B A7 /v (Direct Access Method) £ %% [8) K [a) 0% B bede. DL&
AdICBF 51§ CBFRIIAIUE 77 R Z (AL i HE AdICBF % 450

3) PTCR &% 5 LEACH®, SEPEY, DEECBUTEREFE. LS A AEIT ). DA AR Sk E H 2 A (1 LR

4) FET RMBAAIB LM k W o 5 SR k M= s, DA — R ek i
R kB 7 5 O 1 i L

A8 H Matlab R2009b LA & Visual C++ 2010 KA S (45 B T A,

8.1 SRHC-TD 883 4k

8.1.1 &2

1) 25 RS E G I A B S 1A FL A

Hash B — Ml 8 B —ME (R T AIIRF FEU L C AR EED BEREET 5
it (Cybertext) 2 A (Plaintext). FTLL, fEAFEYIMEMFEMELOT, Hash 5 _Fr&—4ME
KJEME . IXFEHRT R A — AN IRAL R 2D B SC 28] (Key Space), AT a2 il gt ) i ]

ifi SRHC-TD 7& Hash # H I T salt 18, B G, = (X, 00 1y ) << K00 NIRRT WSO, 0

ter & H A A 7 2 (RHCSIM o) i e A7 2 e B o 2 T S b ) ik SRHC-TD ARAC T HoAth 5 Jd
RHCs fEH] S0 0] CIEEE TR 1A]D) L RPRE, JRATR BABIR B B W EE A E AT PR e
Bl MD5 Jfil, it L(128bity k4 (32, 4), AEK-n=100. #EFE 1000 Z(t, 32)-Mignotte’s ¥
F(t=10,11,...,16), I HAREFIMERTIKEEA 4 bit, [ 55THE MD5 BFIHREER, , FH# R,
#E4T 100 ¥k MD5 #%1, ic3% FiX 100000 4~ Cybertext #1)(32, )k & 0. H Hi%E4 10000 4
Cybertext y—4 test, 4 test iH5L t BUCEIAS FHUE N FOBEZR . K428 0 41 test P ¢ B j I AOREZR D
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sl 1 b e e VA )\ PERES BT
N py o REGE 8.1 Mgt R K. EE L EKPE 10 K.

0.4

—&—Testl
——Test2

——Test3

—+ Test4

= Test5

0.23 Test6

0.228 = —=Test?

0.226 — ——Test8

. — i N —<—Test9
0.25 0.224 = = / —+—Test10

0.222 =
) 1298 1299 13 13.01 13.02 / \

o
w
a

\

the probability when t takes different values
o
N

0.15
0.262f| =
0.1 / 0.26 — - \
/'/ 0258§\ \ \
0.05 B
0.2561 R
1&}1.98 14.99 15 i15.01 15.02
10 11 12 13 14 15 16
t

B 8.1 4t HURHIMME N RS p,

HE 8.1 W4, t MBUETEEIAMEZ{10,11,12,13,14,15,16}, MR ANHBRSBUERI/NT4%T 10 19
E SRE I T A AE . K 8.1 h BARIIEUE tn#k 8.1 Fluis.

#* 8.1 p, MAMHUE

t
et 0 | 1 | 12 | 13| 14 | 15 | 16
Test 1 0.0013 | 0.0176 | 0.0781 | 0.2227 | 0.3480 | 0.2580 | 0.0743
Test 2 0.0013 | 0.0168 | 0.0806 | 0.2251 | 0.3448 | 0.2565 | 0.0749
Test 3 0.0014 | 0.0159 | 0.0815 | 0.2259 | 0.3466 | 0.2556 | 0.0731
Test 4 0.0012 | 0.0142 | 0.0821 | 0.2276 | 0.3445 | 0.2597 | 0.0707
Test 5 0.0012 | 0.0133 | 0.0807 | 0.2289 | 0.3438 | 0.2610 | 0.0711
Test 6 0.0012 | 0.0135 | 0.0793 | 0.2302 | 0.3418 | 0.2613 | 0.0727
Test 7 0.0016 | 0.0137 | 0.0784 | 0.2296 | 0.3435 | 0.2598 | 0.0734
Test 8 0.0016 | 0.0153 | 0.0785 | 0.2285 | 0.340 | 0.2561 | 0.0760
Test 9 0.0013 | 0.0153 | 0.0793 | 0.2255 | 0.3464 | 0.2562 | 0.0760
Test 10 0.0013 | 0.0155 | 0.0783 | 0.2231 | 0.3506 | 0.2562 | 0.0750
Pag, =0.1x Y Py | 00013 | 0.0151 | 0.0797 | 0.2267 | 0.3454 | 0.2580 | 0.0737

H1 SRHC-TD ") salt {5 i %1, BISCAE RSP E988 n 1 128 bit (128 =4x32), X, BISCERAIA

INRARRR T 27 o R TG m R RORES, ARIER 1 bt BURNEME R P IIMEER AT DA
RHCsM 151 (& A #4 1n salt {H) - Key Space LA A SRHC-TD (i 1 salt {&) [ Key Space, fn#
8.2 7R
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T M PR 2 i 9 A 2 6 1 S

% 8.2 SRHC-TD 5—#& RHCs 7E Bl 3L 25 8] b kb %

t | —BXRHSsHIBASCZME RRANKSuU;  SRHC-TD KBS RIFR R A KSa KSa/KSu
10 KSu,, 553,333,286,463,413,155,119,380,296,207,872,000 143,020,679,939,87
Ks 79,138,102,863,361,537,004,679,285,453,617,238,668,1 | 2:390,880,211,676,5
G0 20,868,942,959,692,426,007,139,840,000 54,285
1 KSu,, 5,187,080,514,550,099,279,678,121,388,076,646,400 3,661,891,040,325,3
Ks 18,094,523,661,677,418,591,170,431,781,409,944,281,5 | 89,282,674,949,544
A 63,099,229,921,542,416,319,529,347,072,000 144,523
12 KSu,, 26,806,046,942,907,604,997,886,958,590,845,952,000 | 75,742,751,459,000
Ks 2,030,363,751,194,957,174,069,912,361,433,154,199,95 | /34.383,329,857,04
G2 1,665,857,317,337,853,414,530,889,487,360,000 3,540,793
13 KSu,, 76,637,826,616,149,945,551,514,260,280,729,600,000 | 1,324,110,606,676,3
Ks 101,476,959,095,066,836,883,574,848,357,011,830,828, | 44,898,872,293,485,
%3 587,992,686,398,439,770,172,405,579,571,200,000 267,251,454
14 KSu, 117,608,245,430,622,401,776,527,064,367,308,800,000 | 20,264,471,610,378
Ks 2,383.268,950,675,269,627,341,439,620,767,777,205,25 | 457,664,664,760,63
A4 2,014,589,252,078,877,364,719,119,523,225,600,000 7,922,372,791
15 KSu, 88,465,874,655,133,624,601,621,999,967,436,800,000 | 279,240,713,721,40
Ks 24,703,273,978,688,019,410,535,964,115,469,307,361,5 | 6:725,647,529,271,0
s 64,474,752,449,796,080,640,681,676,767,395,840,000 | 34:190,240,345
16 KSu, 24,991,467,359,322,430,689,958,992,833,556,480,000 | 3,545,290,824,160,4
Ks 88,602,019,911,310,565,452,710,747,271,750,192,445,1 | 24,396,558,195,520
G 43,064,404,384,392,174,672,129,629,351,424,000,000 | 471,044,725,362
s
KSUsg = D, 10 Pa,  KSU, | 84 877 236.261.416,553,573,765,570,028,577,116,785 | 161,995,868,252,80
KSan, =3 pa, xKSa, | 13.749,761583,066,344,526,126,464,575,649,604,504,0 | 1,528,012,638,215,9
A9 t=t0 PAG 03,162,279,445,035,355,884,359,119,207,993,553,972 | 65,348,282,400

M2 8.2 W41, SRHC-TD H#¥/in 1 salt {&, Key Space tt RHC, ERHC, SUHC, SRHC “F-¥jt K 1

161,995,868,252,801,528,012,638,215,965,348,282,400 {35, IXFEANE A& 7E B TR R 5538 FAMT 2 B ft Bt 40
0T BRI 1], NI N T Hash &% 1922 41, PR RS B InAR T SRS & salt 18 RHC #4id T % .

2) X ELIE

TE 4.4.4 AR AN B, B0 iR A (B5E) S EHBFAR I 5 ki 545 2
A 5 AR RE T E R (R))

Q) HoG, RAFFRIEE. ERAE ERHC J7 A E oS3, 5 ERHC K0, BFFEHA
AAF R NERFR . A5, ERHC AREIRPUEFEHI L HGE, i S0 A] DL S IA -

{E ERHC o, {RIXHLS e H K L=8 (bit) B, HI|log,L |[+1=4 (bit) KERFAEHF 1" 1A

B M5 AEPBENEEEE N R)) P AN 5B, RIRAIN 01017, HRIELATT USRI 1
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i B Eh 2 T 9 A 2 1 S )\ YRR
ANECH 0. 1. 4, RIGAIHCA 0000’8 0001°55°0100°, ANiE TRk HiE#E S, HIEE 5 . 1 HILIX F
&

£

TELMERIR R, B REERR)) e UIAEOR N 0, #h#84 T fiE 52 B ML 10 % 58 W S0 s

I SRHC-TD A Rty 1k 7 MRt X2, 18 4.4.2 1 (3 P A0S B BL T B IRIER ¢
RERAFN . B, FAELERERNE, FFHARA R FGEFFth i R .

b) ik, & CRT WilFiE. T&ET(t, n)-Mignotte’s [ TRRAAZILZ T R, ERAFNLT R
t A TEPIARETH S ATt ME— A %A1 VI — @ . (EH S VAERS & e BRI (SR e 5
Hash fH h"'(R)) FI S BERMERARIE: JF HAEE AR TH S, B (RIEE AT R iAE. Bk, J:%
PARME— PR SRR BEUE 52 BIOR

3) WERH %4

i1 T SRHC-TD /& B §1J5 £ 44 HE 10 o R AR BE AL AR K o T LA, FERFFFERL A E B 22 A PN, 75 240 )
HEFFEIL. %, 7F—SHE LIRS Hash (LA TIE B 24Pk, — 2, AU 4 BE R & FE AR B AL
(] Hash {8 i) AT IE B 22 4= 1

TR AL, %64 Random Oracle 475K 43 SRHC-TD MUELIS BT . 7E %R b, Teah5 4
KT HA R AEBH K WL BRI R T 7 Erf T BT Sk 0 22 i B 22 e S8k e,
I EL % Hash S AOEE 956 TS50 k BT BCRR S0 8150, MR CRT SLEAIMER 956 T80 k 1T
R K BI55,  ARR 23 B0 (O 9 5 T2 80 K FA o KR S 514

a) 7E | NI B RN 220, B2UCH (A BUEED W (M (R), &1 &) - BUEHHEAF i +1
AT T i it &, AR RN ) = h T (R) B N @ ¢, = & A BB R T . Bt
TSRS TR 2 T T,,, (k) - FEAEAMN 1] B A AT 590 Oracle AR K, SUBSEBF / Hash 55
VR e, I BT R A

PriAdv(k) =1]=Pr[ it =h"(R)), hit @&, = & | = T () (8.1)

fake ek'ek
He, T, KEBEUTFT—-EELR, T,K=ak"+a, K" +--+ak+a, . T &, AT LLE

Pr[Adv(k) 1] = 2K +a"-1kn82k+"'+alk "% |t Pr{ Adv(k) = 1] HUHR IR A3 F,
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e I L R 2 B 9 A 25 1 S 5 )\ & PERES T

n n-1 .nl
l!imPr[Adv(k)zl]:ll(ima"k lim &K i & g (8.2)

—0© eZk k—)oo 2. e k—o0 2” ‘eZk

b) 7E5 n—1AN )i 25 RN 220, 55— 2% B P ORI R (B A . Bl (B i) 133
m AN AE. BEERZEAS n MEENNEIIhIER ER, » 15: (&J:Mﬂ;ﬁé
i,—i,=0modm I, & ¢ WEEMEKFIME X, &1, EP, k=i +1(modm,),
i, =12,....,n—1. HEEHAFBRIEEESIMMN"(R,), M CRT WIFEARIMMN" (R, ., I
TiFERAANE TR E =AM R, A BRSO . B TS RE D) S IR 2 T
T (K)» TERENES R A AT A1) Oracle (R, SARBLHEMF Hash FEIIMER ye™ , B E R4

o MR BN A

FEIALENMER K BRI SR

h(R,)=h®) h"(R),=h"(R)
Pr[Adv(k) =1] = Pr (Fou.)=hR)- B, =R, _ Tan(K) (8.3)
=X = e k°-Ink
Ciysa(momy ) *1 Cigafmoamy ) *1" " Cipaagmoarmy ) 1 2+1(mod my )+
BT, (k)=ak"+a, k" +---+ak+a,, XFPr[Adv(k)=1] kR 2],
n n-e . _ kn—e—l
limpr[Adv(k):l]_lum% lim e;kl = im 3, (n-e) -
- e : cee-n ” ek-(lnk+]
(8.4)
. —e)l
o= fim a,-(n—e)! 1 Eima (nI E) o
ek.(lnk+n;e_'._+(n;f_e—)J e“.In

e Ll EmAEDL, H AR E TR, AAEIERS N, Hk> NI, T EERe>0, H
PrlAdv(k) =1] <& . FrPABGE# Bl ORI AT 208 AN, BIASSOT 2 th ) SRHC-TD 75 552 Ak
W22 2 1 o

8.1.2 REBMAEM

Hash SERIK S n—1, &t m HIEBES. Hikm, Xj‘( oy C+1)f£z< Hash #% {8 i R
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[0 I Y R R T e S L VA '8 o)\ PEBE
e B2 ARk, TRIME R 3 R IR 25 W o ANTTTA8E G tE I bl 28— A 7 P AR M a3 A (PU')

ToiE R RGN BMETE R REE AR EIL (m —q,)/m BT, FEHBKRARE R,
VB SRHC-TD #5431 H ™K& 384 (t, n) I 1R ] t-consistency™/lix — J& 4
PL_Efr @ #RZ RHC, ERHC, SUHC, SRHC A .

8.1.3 824

Hash BEIORAE VLA FIfr: —i&, B, e ETINERRFREARME: =&, R
TRAFBE S, BRI BIEAME I PR B i RT3 . AR, AT FRAK T o S B H2 3 n T AT
W, S RS T AR RN T BT

LR 43 5125 F& Hash B 1 PRI {47 7715, # SRHC-TD 5 RHC, ERHC, SUHC, SRHC #EfT %} L.
S =07 AT Lo THETFR . JBIETFRY . 76648 . 3K 83 UL T &S HUMX N 5. % 8.4
Xf SRHC-TD 5 —f% RHCs [ 7F4Hxf LL

% 8.3 BREWAMEHM SRR

ST SR

L Hash B8 5004 H K R

n Hash 1)+ /&

m SRHC-TD ' Mignotte’s J# 5 K OFFIME AN D
H Hash p& 5 (1 T 5 44

U B4 (Union) #/ERITHE R4S

R RHC 1 ERHC HAE i — AN BN LB v 5T

R SUHC A= sle— N BENLE R TH T84

Ry SRHC H A gl — AN BEALEL 1 5 45

Rim SRHC-TD A& B —AMHEALH 0 T SR 4

B SUHC i i Hard Core Predicate *— AN HLECHL S 21— bit [+ 544
B’ SRHC H+ji ik Hard Core Predicate % — AN AL ZWLST 21— bit 115144
| SRHC-TD AR 280 1, THE T4

P SRHC-TD HitE A EL r, (fiH Y

M TE RS ERAE B THE T4

X SRR BT T A

C THE T FR AR ) T ST A

len,, k (bit) FIIE(E . A7 T8

len, Hash #E ARG 7064

len, AR BENLE IEAS . AT

len,, Mignotte’s J7 FIE (S 766 T4

len, SRHC-TD H %8 I, (iEf5 . (A4
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(2D SN 23 ) i e e A 78 )\ E PEREST AT
% 8.4 SRHC-TD 55— RHC (il 5. @15, P4
FHEAR B S
e (2L+3)-H+2R (BL+2)-H+2R
¥iaatl | JE(E 2len,, 2len,,
ye2in 2(len, +len, )+ (L +4)-len,, 2(len, +len, ) +4len,,
RHC T HH (2L+3)H+2R 0.5(L% +3L—-4)H+2(L-1)R
WAIE BE 2L-len, +(6L—2)-len, 2L-len, +(6L—2)-len,
AL g 2(len, +len. )+ (L+4)-len,, len, + (L+2)-len, +L
i 2(n+L+|log, L |+1)-H 2(n+L+|log, L |+1)-H
—_— i +2(L+|log, L |+1)-R+2U +2(L+|log, L |+1)-R+2U
ERHC Bis 0 0
Fiik (n+2L+1)-len, +2L-len, (2L+12)-len,, +2L-len,
KA HH 0.5(2n+L+| log, L |+1)-H 0.5(n* +n+L+|log, L |+1)-H
ég - 2(n+L+|log, L [+1)-len, 2(n+L+|log, L |+1)-len,
+(L+| log, L |+1)-len, +(L+| log, L |+1)-len,
171k (n+L+|log, L [+1)-len, +L (n+L+[log, L [+1)-len, +L
THHE 2(L+1)-H+R, (BL+1)-H+R,
¥iaatk | JE(E 2len,, 2len,,
fi-ik 2len, +len, +(L+3)-len, 2len, +len, +4len,,
SUHC Mo |1 GL—2) H+(L-1)-R, + LB 0.5(L2 +6L—4)-H+(L-1)-R, + LB
WIE 5w 4 (6L—3)-len,, +2L -len, (6L—3)-len, +2L -len,
e fi-ik (L+2)-len,, +len, +L (L+2)-len, +len, +L
T CL+DH+R, 3LH+R,
WIsGiL | @ME 2len, 2len,
Fiik 2len, +len, +(L+2)-len, 2len, +len, +3len,
SRHC M |31 GL-1)-H+(L-1)-R, +LB' 0.5(L +5L—2)-H+(L—1)-Ry, + LB’
WAIE 1 (4L—2)-len, +2L-len, (4L—-2)-len, +2L-len,
L 17k L-len, +2len, +L L-len, +2len +L
A 2(n+m)-H+2m-R, . +2U+ml 2(n+m)-H+2m-R, +2U+ml
¥IgEAL | @fs 0 0
Ak (n+2m+12)-len,, +2m-len, +m-len, (2m+1)-len, +2m-len,. +m-len,
S_I?_[')C KAt T nH+2nM+2nX+2nP, +C 0.5(n* +n)H +2nM +2nX +2nP, +C
V\ﬁE HE 4n-len, +2n-len, +2n-len, 4n-len,, +2n-len, +2n-len,
L 121 (n+2m)-len,, +n-len., +n-len, +L (n+2m)-len,, +n-len, +n-len, +L
ot ofE o W, A % 8 W L=n>m , H>B=B , H>R=R;=R;=R,,

H>C>1>P ~M=~X=~U, len,>len ~len, ~len, ~len, . X% 8.4 KIS EAEHEATfitk, JHExLAES
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T M PR 2 i 9 A 2 6 1 S

5)\FE

o>

T REPTHH AT E R EE R . I3k 8.5 TR

# 8.5 SRHC-TD 5—#% RHCs [fIit#8. 5. TSR

FHETT FER A RS
¥ | 3t | SRHC < SUHC < RHC < SRHC-TD < ERHC | SRHC-TD < SRHC < SUHC < RHC < ERHC
45 | 3 | ERHC = SRHC-TD < RHC = SRHC = SUHC | ERHC = SRHC-TD < RHC = SRHC = SUHC
tt. | #£ | SRHC < SUHC < RHC < SRHC-TD < ERHC | SRHC < SUHC < RHC < SRHC-TD < ERHC
KA | 1 | SRHC-TD < ERHC < RHC < SRHC < SUHC | SRHC-TD < ERHC < RHC < SRHC < SUHC
NIE | i | SRHC-TD < SRHC < ERHC < RHC < SUHC | SRHC-TD < SRHC < ERHC < RHC < SUHC
#HH | #£ | SRHC < SUHC < RHC < SRHC-TD < ERHC | SRHC < SUHC = RHC < SRHC-TD < ERHC

N

o
h)

H1#% 8.5 W41, SRHC-TD fEEARETT AR MTERER I . Hrh, 72K A-IAE-EAHK B,
SRHC-TD i+ 5 A8 5 S Bz /N T H A1 RHCs; MifE %45 451, FR 7 ERHC, SRHC-TD Rtk
H A RHCs Rifms m . H2 3 8.4 741, SRHC-TD HIf#T45 5 RHC, SUHC, SRHC fR#ir,
H KM ERHC f—2F.

PRERATET RN, ToLkf A ML b, SRS TFA AT BT 2 L M ReRE. 1M H., Ao A —A
HOAE AL 00 BEFE R TH R U H B G I LR NS TR NS I A R, R A AIE -
¢H (Distribution-Authentication-Combination, DVC)” B B If) i K i i K F “ #4514k (Initialization,
Ini)” BrEL, Rk, 18 8.2 FIEIAL T SR H T 78 B Bt SRHC-TD A% T HoAth RHCs [ REM 44

x 10*

12

10 RHC
2 N
S
s
S s /
>
g
s 300 /
5 6 e
= 200 \ RHC
£ SRHC
2 4l100] ™ _ERHC
S SRHC-TD
8 —¥— RHC

Ini_1 Ini_2 ¥ ERHC
2 ni_. ni_: SUHC ]
—— SRHC
—A— SRHC-TD
0 - \ '
| Ini_1 Ini_2 | DVC_1 DVC 2

8.2 SRHC-TD 55— RHCs HItERE LR
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B T H K B T 2 s 3 )\ PEAEAM T
8.2 AdICBF PERE VAR

8.2.1 5E#EGFEANALLER

fy 2 —> dICBF HIEA )07 AL EAS B3k 8.6 Fras. Hedr, q 22— ARRHEL
% 8.6 PIHMMERES

SHAK SHE

TLEAM m = 500000

T-BABI 4L 4

BT R AN 4L m/24 = 20833
RT3 5713, 6

BN R TN 2 8

— AR bit 21 2 bit

TP TG 3R 1 bit %4 r =14 bit

Hash pA%¢ MD5

Dy BEHL B e bk P,(H (x))=aH (x)mod 2°
BRI S5 a [29] it AL 75 4

1) A ) Y EL R

i ¥% ECDSA HIAST KP, HIKE N x, A2 -1>n , Hrfn BH6E &R R, N T HHIERT
AR APIRME—YE, DAL n>m. B, AT 2] x> log, (n+1) > log, (m+1)=18.93,
RPN RN DY 19 bit. [FEERI4S, 1D MK By 19 bit. [At, 4 500000 4>70E LA
SO A IE, BT 7 ZEIA A7 % %% 7] 4 500000 % (19 +19) = 19000000 bit. 14 500000 ANJG % A7t 7E

am(r+2)

dICBF i, BT s 2 A7 fif 25 (8] =10666667 bit. [Fitt, wiHE (HEMLM) &% (JICBF

F4%) 19 1.78125 15, RIS 2, AdICBF LA L T B2 4 5 208 In & 6 =5 1]
2) ] BE A
EM LR dICBF i hnocsk, &Wocsk, LLEMIBR TR, HHEE L E#AE 3000 k. FEic T

B TRAERIRERS o RS TR R AR AP SN TR] o IXRE— 4 test 4G R 1o 354, ARSI Hh 9
AR test. FARIIEUES S0k 8.7 s
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e I L R 2 B 9 A 25 1 S 5 )\ & PERES T
* 8.7 Whn. &), MERIRAE R RE

Time (ms) \

Test Him il il
Test 1 0.23 0.08 0.32
Test 2 0.21 0.07 0.35
Test 3 0.31 0.13 0.40
Test 4 0.25 0.12 0.42
Test5 0.20 0.10 0.35
Test 6 0.27 0.10 0.39
Test 7 0.30 0.09 0.30
Test 8 0.24 0.08 0.38
Test 9 0.21 0.07 0.35
Test 10 0.23 0.09 0.36

Average Time 0.25 0.10 0.36

% 8.7 fiivn, FeL b, 7f AJICBF J7&H, dICBF (2 [ 5t 2 IAIER (8], 78 AJICBF H,
TR L CPU FTse Bus  TPE BHEeAPf 7 0 b, FZ M2 B RAM 5038 Flash 58 .
FEBATHTHI, CPU (M5 & L RAM Al Flash 1 2 2| 3 MR K. 1RYE AJICBF A7 fifs 25 7] DL J £
WIS, FRATT AT DATS 3 B B A i 7 VA B R I [RIZE 1.78ms $1] 17.81ms Y2 7], &2, AdICBF
HAEHmMEHRE.

8.2.2 5{8ER CBF MIAIES RH0LLE:

AMC&ZK%%H@W%%@tm%{%jxm@:ZMQ*omﬁ@ﬂCBF%nMEE%mﬁﬁﬁﬁmzﬁa
(2") . Hc= l;ﬁff, XA TT AT AR ARG SRTH, HRECE MM B R 2 L, 3R
r+2
(DR S (2""2)3/(24x2") =52.65. Pk, FATATLAGH, FEMFIAT 6 6 0F T, A
CBF HJAETT AR AR K T AdICBF, 2 E ) 52.65 fit
AdICBF {1 47 fi#f % 8] 9 %m(r+2) o T A CBF B INAIE 77 & W A7 iff 75 18] Jy 4em o 2

(27%) = 24527 I, Wi EAAR A OB PERE % . SATTT, LEBEARAT R4 G 52 1 2 b, FRATT 4931

|n(24><2’r)

/gm(r+2) =255, R, TATATLASH, AMFE B TERR T, 4 CBF AL

Ji Rl B KT AICBF, 2B/ 2.55 1%,
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i S LA 2 R A 7 A 2 4 S )\ 5 PERE T
B, AHECTEHEE CBF FIAUENLE], AdICBF BA BLFmItkaRe, RISEAR AP BH A= i
ERIOPE il LT

823 ReBE

B —ZR A4, I ECDSA ik, R AR e, Jf HIAEReHihT DoS
Witi. 75 AdICBF H, X FF 9Bt A 08 4 A sz . X2 RN, FEikid@d dICBF Skl Hig#
M8 . b, RTBEEMBAEREZR AR T ] 208 A THIFERE, AdICBF At e # R i 3t TAE .

7t 8-bit 1] ATmegal28L AbEEZE |, MD5 HIReFE R A 5.9 £J/B, TMifH ECDSA-160 H L% 44
ISR REREN 45.00mI 8, SR T DL W 28 B 1 T IR — A R A, SNE BRI A
PG EEEEa, Mtz s S Bul . SR80, HEHEARRESUE B IMEE B M, (Authentication
Message, W52 5.3 FI%H% 5.4) 8 hn E&AME B WIES B M, (Added Authentication Message,
WELVE 5.4) 1) IDAA. BN ID EAEW R, (H2 S I B 2 M HEIRIMEE R G, ke
SO RS2 B 7 U LA B b SRR A BT AT RE AR SR . AT A, XA
A BGHAER T PKC 22 4L bt

U SR AR AR BT S VR R B IE i B S M, (Authentication Response Message, L5 i
5.4), BETE—50 Y 2 REI BRI N TE S, IBAER S RB e 28] T Yok, JF H SRR,

RSB R H F— A S 2 NEH E M, sSEERREE M, 530 I EAsME
2 BAAET R B M, (Added Authentication Response Message, L5k 5.4), FB-A4 2 kIl e %2 5
TGt I B .

FE T RO S RV AT Bl R A B0 B SR A I R Gk A TR s, IF HOREUM B ) #h R T
CEbtm, NAZAMD . IXEL 7> NAKGAE 8.4 TTREAT 4.

8.3 PTCR HREVEAE

it b, JEuERR AL T BRI B . 2, £ LEACH, SEP, DEEC S5k, Bl AL
TR oA B Bk, N 7S RE SR ER S, FATKIERER T, B, KRR E
TR L. I H, FAVERAE T RN G E M E ML &4k KT R ESH
¥y A TE B R 8.8 Fi
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e I L R 2 B 9 A 25 1 S 5)\FE
* 8.8 HSHMEARLE

N2

ranipd
[aYay

N
3>
—=
=1

SHLEWR SHE

AN 500

i SER=NIOE L Gl ey 05Jor1l

15 3 5 136 500 mx 500 m
RIE A R T RE E,...= 50 nJ/ bit

H B kR E,,= 50 nJ/ bit / report
RIBTRRAR R (W de, <d,) £,=10PJ/bit/m?
RIRTPORAR R (R dye>d,) &y, =0.0013 PJ/ bit/ m*
RN NG 4000 bit

8.3.1 fE=HFE

F—5 k)G, ¥ PTCR, LEACH, SEP #il DEEC ¥ W 4 fe M Lb & & 8.3 Fis. 4R,
TEHT 800 %, PTCR FIREFESZIARI, T HAh =D EE A RERE RBUHEZE . 1F 800 % )5, PTCR HIfiE
Faa b R L S .

400{ T I T I T 0 T 0
350 1\ i
= 300 i
> —PTCR
E 250 & N\ LEACH -
fié w00 & N T SEP
3 DEEC
[%2]
L 150 |
s
2 100 _
50 i
0 - L L [ [
0 500 1000 1500 2000 2500 3000 3500 4000 4500

round
8.3 AFHLUIMRIA AR
%5, /] PTCR, LEACH, SEP fl DEEC M# MR A& it S KRR MLk i 8.4 Fiom. 1E
300 #&, PTCR MIREFE/Z IR, i HA = NEIEIIREFERZ K. £E 800 fJ5, PTCR HIREFEN
TEx S GNIIR

=

i

d
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T M PR 2 i 9 A 2 6 1 S

the slopeof total residual energy

T T T [ U
————— SEP
------- DEEC |
.......... LEAC H
—PTCR
R [ [ [ [ [ [ [ [
0 500 1000 1500 2000 2500 3000 3500 4000 4500
round

Kl 8.4 HRECIKKIRIRBER MR

PTCR | R AEEAE 800 #& 1l Ja /7L 5E = AR R Im oL, X — B DDRAE 8.3.2 7 M 2% A A7 I

[AX 4

o

F—J7, B 8.5 iR T PTCR 5H M =N RAERE R U8 1 FLE . BATTHRX YA
RN R ARARBERENARMEE, IFLAUEOuRE R BB I sl gabr . B4R, JATAIH, EEA
2% 1A A 381, PTCR BUbsHEZ B /M. #AJ1EUE, PTCR A 8 R RE & /0 A1 52 S AT 1

0.35 0 0 0 0 0 0 0 0
0.3 —
I,;;’?'
025~ & \ _
5 £ . —PTCR
] &
8 ,Lf ‘\\ ----------- LEACH
> . -
I 0 N SEP
'9015 """" DEEC |
g .
[
S
£ 01 —
0.05 —
0 [ [ [ e et SO [T e
0 500 1000 1500 2000 2500 3000 3500 4000 4500
round

8.3.2 M4k

HFEH

Kl 8.5 HRECUCERNIT SRR AEE KR HEE

AT S, 2 B A A B A S0 T S B B AR S LS R . N, b R S AR T, TR A
B B &K . £ PTCR, LEACH, SEP DL Az DEEC XPUANEET, M IKIIFET AT 5%
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[0 I Y R R T e S L VA '8 5 )\ & PERES T
gt nt& 8.6 fras.

500

450

400 -

w

a1

o
I

w

o

=)
I

dead node number
N N
o (4]
o o
] ]

[N

a1

o
I

100~

50—

[ [ [ [ [ [ [ [
0 500 1000 1500 2000 2500 3000 3500 4000 4500
round

Bl 8.6 AFFSUBET A MHH

114l 8.6 A%, fERT 1000 42+, PTCR HA /D HIZET N sl I H B — AR5 mlth BIAE S
250 #&. XM T HARME L (LEACH, SEP UL/ DEEC iX =ANEE AL T s LA — FFaamt
WTO. ST, fEPIANEVE YT, PTCR BARMMAEMFH. X&FN, MEXTTAMEE, 5§
SR P 28 AR AR B . 223 1200 $82 J, AET-T AL 4P 4 b I 19 /U 80%2 %,
T77 S A X 28 (6 AR R B R R /N o B TE G, R ITE T AR CIEZETT 25D AR DISRZAIMN .
PRIk, dn SRR FT 1200 62 J5 AR R A G I HARE 2. LA R TR T PTCR Sk & A
T EEROR ) TS AR 2R W 4%, T AN3d F T B 4 DX 8%

RATFEREM SR, 75 800 #6.2 J5, PTCR [AE T s M3 K B e D . (A T BT R 19,
PTCR 1% RE & 1E 800 401l 5 AFAEMR KA . XIEAR—ANIGE TG & — Btk n . e
T B H AR SRR R 1 5 4% R A R R L B A o S HE— 2 BRI T 43T, PTCR KX FH T J&
M, EEARIULER AR Ae i LA N A R, e S A RN S R AR DG B 8.7 R T PTCR &
PR, WERTEIZAT R EE 800 FRRT, ALEAT AL GETT D AR, FE HULFE BLAE 800 b2 f5 43
Az,

5 PTCR ik, AR 5500 4 Bt o A K2 M ILE AR AR il I 2 v o 3115, AT LA
BT T TRRE . 655 800 BRINF, 5 K20 200 ANBET- W . (I, AEARXKGTESHINEET,

R TR Y =0.0012/m* . IXFERATHRBEGE AT, LE ML A1 % KT 0.0012/m?

500 %500
i, W7 PTCR HIMERE ST INAE.
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[0 I Y R R T e S L VA '8 5\ & PERE T

500

450

400

350

.
300

.
250 -5

200
’

150

100

50

. o e o
50 100 150 200 250 300 350 400 450 500

K] 8.7 14T 800 &Ik, i PTCR HiLRIMZE M Fh &5 1)

MR —A A, AT LA HAE 800 #8IXIMIHT 5, LEACH, SEP 1 DEEC Skt HA Mtk E.
HHEANTERERA TS PTCR A& M. Wik 8.8 Fias, f#H 7 LEACH Hik [ M4% 75 55 800 FE
A 284 NFETIHT mo FE HEAHERE B BRSO AL . IR, KR (RE T AR AL T LA B Sy
350mx 350mMITEFE LA . R4, FATATBASRHIE4T LEACH 59% 800 %2k G, W26 Hh i 1% ml i %5 B2

500-284

y =0.0018/m’ .
M 350x350 /

500

450

400

350
° .

300>

.
250 . =

. o
200 f 80Py

150

100

50 .
L I S . . .
00 50 100 150 200 250 300 350 400 450 500
% 8.8 iz{T 800 #IKINF, fdiFH LEACH SR M 28 (4 F 45 1
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[0 I Y R R T e S L VA '8 5 )\ & PERES T

500

(] 4
- ..’
450 =
e
. o
400 s L
\ °« °
\\ .
350 | * ¢
e . \
,,,\ d
\ ‘\ /. L]
300" N . )
S NN \ N // /,/' . -
xS —o\
250 . ". \ _ = / N — ?_,,./' TT4e e
N \
L — :/ & i A N - S N LAY
B I PR s T ** (k) X *JLive Node| |
Y . /y‘ de \\ T/ e
. /| \ P \/
. . i y Il 2&\\ \\}?{i
150" —% b HA :
I J / J AN . . .
o % . A . '\Dead Node
100 e - - /'\. O . .
'S . [ . .
e A Sk Y A B S Aé' . °°
50 . Fad % . o ° o ' m .
—~ e i~ [ .
. L] o <
° -
0 o LS b .
0 50 100 150 200 250 300 350 400 450 500

K 8.9 1217 800 #EIXIT, ] SEP FLikHI ML 1 Fh M4 K4

% .
s
. -
450 °
A
o . ° . e o
L] L] L] Ll
00— L . v v
.
350 £
L] L]
.
300(° '
o
oo,
250
0 '5. e .

*¢Live Node

o .
200 80Py

°®
150~—*
.
[ ° e
o’ R o e . . 'lDead Node
100 R . e e : -
. . . . " O o . .
1 R I L % Ve o Y .°
. L4 . .
e e e I O gt
. . Js .o ]
. . . o .
-
0 o 5. d ° o® o
0 50 100 150 200 250 300 350 400 450 500

K 8.10 21T 800 #e VKT, i DEEC ik M 4% 1) ¥ Fh 45 44

HKAcdh, 151 8.9 R 1 1 SEP AR ML AL 800 Feif A 325 AMAET- Tl Ml KA
T AT BASE Sk Dy v 300m < 300m 5 B LA « A4, FRATTAT LASK Hiz A7 SEP 57X 800 4K

‘ 500 —325
x| 2% RS Sy ——— 22~ 0.0019/m? .
P4 o B /

K] 8.10 o~ V14 T DEEC B iEfr 28 175 5 800 T4 362 MNFET - . hZl, KREB4HIE T
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N B R P2 VAT S 5\ PRSI
RHRAL T DAL 0 250m =< 250m FITEEE DL . AB4, FRATTET AR HiE4T DEEC &% 800 # k)5,
500 — 362

RR) 245 FR S 5 R S ——————< = 0.0022/m? .
oA 24 TP T R 50250 /
PLE=A% 4 (0.0018/m?, 0.0019/m?, 0.0022/m? ) #5251 U6 10 B X 45 Fp i 4 w1 25 )3
500
———— =0.0020/m? IT LA ZE
500x 500 / ot

RIMEZ, PTCR &7 AR SR E ML d, FH%ET LEACH, SEP 1 DEEC HiLHE HMH. A
M, B ASBEARAIE 28 ARG 5 s I 25 P i Ra e M . X — s 518 /& LEACH, SEP 1 DEEC AT REMME 1) .
Rk, KSR B TAE N 2452 odk PTCR &k, A AR RIE X 28 Hh 5 =1 A 1 %8 1 [) B 30 A5 8 0 i PR e .

8.3.3 %k E

TS AR — AT SRR . R, SRR B 2 VRS 4 R s H S IR B — T R A .
KT PRCT, LEACH, SEP UL J. DEEC IXVUANGYE, fERHRIEREH, HE 8.11 k.

180

[ [ [ [
160 .
140! _
s kbt DEEC
12 .
E R SEP
-g 100 .......... LEACH |
S R —PTCR
= 80 Z: 2 —
5 o
S 60 _
S
40 .
20 .
0 R S o o o S Suushiab b, i i i e [
0 500 1000 1500 2000 2500 3000 3500 4000 4500

round
Bl 811 HR IR A%
K 8.11 H, FATFTLAE R, SEP F1 DEEC HIfhZkikah A K, 1 LEACH MHXTHCN 4%, SR,
PTCR HJHi £ Jm ¥ sh 2218, (H 2%k ERREAE IR P, 1X3EH], LEACH 1 PTCR 7% ki 2 5
1544 T SEP 1l DEEC.

M?-N-&
277 (Epee + Eon)

IR 8.1 PTCR Bk Sk BN Koy, = J

elec
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B B R 2R W T A B )\ PR
WERR 7F LEACH-CRgkrh, A48 vk il BRAR SR S BN

N-g.-M?

2
2r - gmp ’ dtoBS

K (8.5)

opt, —

Hp, NFRRMEHITETSAMEE; M2ERRMEIRINERE;  d g Rk 52052 AR .
fE PTCR Bik, &R | kB K, JEHF@Y AW EAN,, Hdi=12 ..,n.
i, FESEEERE L Rk IABATA LG E] PTCR ik ik A A
N=>"(N-k)=>"N-1-k (8.6)
Hhk =19FHk=>"k .

TSN T BB Ok BN AINE R, REER, FHE R RG MRk, ARk Z I
IR BB (X BT KB AEH), RERERT 4 Friss Free-Space B! (d2REEHIZ). B, 4 i 41
FRSKAE R — U (R REAE N

Eo, =1 Euee -(N; =K )+ 1+ Epy - N (1 Eqgee +1- 581, ) K, (8.7)
He, | BREBANBIREMKE, SRR bit; do, Fon ik 58 E T 52 18 AR .

FEANMESE AT AR N B B R IE RS k. R, E I BEFELAT & Friss Free-Space 157,

I, 5§ G AERRSk TS iR I 2D 7E R — Wi R REFE N
Eponch, = (1 Eaee 1+ €5 Ao )- (N, k) (8.8)

PRI, B — Ml ) S REFE N
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